


ARS Area FMMI Security Profile Summary
During the FMMI implementation ARS area level profiles were established.  Within each profile there are specific FMMI roles.  ONLY the roles listed under a specific profile should be requested for a new user in the FMMI GRC tool.  The recommended process to use when requesting roles for a new FMMI user is to copy the roles of an existing FMMI user with the same ARS area profile within the FMMI GRC tool.  Listed below are five ARS area profiles and the FMMI roles within the profile as they appear in GRC.  The NHB Base System Permissions role is an automatic role for every FMMI user and does not need to be selected by the requester.
The ARS ABFO Profile is typically only assigned to Area Office Budget staff, the Area Budget & Fiscal Officer, Area Budget Analyst and possibly the Area Office Financial Technicians.  ***Agency Cost Mgmt Master Data Maintainer ---- there is no mitigation
	ARS ABFO Profile

	NHB Shorthand Code Evaluator
	ARS Funds Management Reporter
	ARS Funds Management Approver
	BI Accounts Payable Reporter

	ARS IAS Interface Reporter
	ARS Financial Reporter
	ARS Funds Commitment Processor
	BI Funds Management Reporter

	[bookmark: _GoBack]NHB Invitational Travelers Vendor Master Data Evaluator 
	ARS GL Evaluator
	ARS Funds Management Processor
	BI GL Reporter

	NHB Commercial Vendor/Customer Master Data Evaluator
	ARS Controlling Evaluator (Cost Management)
	ARS Advance Processor (for travel)
	BI Payroll Reporter

	NHB Base System Permissions
	ARS Controlling Reporter (Cost Management)
	ARS Agency Cost ** Management Master Data Maintainer
	BI Cost Management Reporter

	PI; Shorthand Code Approver*
	ARS Purchasing Evaluator
	ARS Purchase Order Approver
	BI Purchasing Reporter

	PI; Shorthand Code Requestor*
	ARS Purchasing Reporter
	ARS Purchase Order Processor
	BI Accounts Receivable Reporter

	PI; Shorthand Code Year end Approver*
	ARS Accounts Receivable Evaluator
	ARS Purchase Requisition Approver
	ARS Access to BI Reports for ARS Agency Only

	NHB Funds Management Administrator
	ARS Accounts Receivable Reporter
	ARS Purchase Requisition Processor
	Limited GL Processor

	ARS Accounts Payable Evaluator
	ARS Sales Order Reporter
	ARS Accounts Receivable Approver
	Limited GL Approver

	ARS Accounts Payable Reporter
	ARS Invoice Approver
	ARS Accounts Receivable Processor
	User Requester*

	ARS Funds Management Evaluator
	ARS Invoice Processor
	ARS Sales Order Processor
	

	Required AgLearn courses:  FMMI 201, 202, 204, 205, 206, 207 and 208



The ARS INQONLY Profile is typically assigned to Purchasing Agents or any ARS FMMI user that has a need to perform only inquiry type tasks in FMMI.
	ARS INQONLY Profile

	ARS IAS Interface Reporter
	ARS Funds Management Evaluator
	ARS Controlling Evaluator (Cost Mgmt)
	ARS Accounts Receivable Evaluator

	NHB Base System Permissions
	ARS Funds Management Reporter
	ARS Controlling Reporter (Cost Management)
	ARS Accounts Receivable Reporter

	ARS Accounts Payable Evaluator
	ARS Financial Reporter
	ARS Purchasing Evaluator
	ARS Sales Order Reporter

	ARS Accounts Payable Reporter
	ARS GL Evaluator
	ARS Purchasing Reporter
	

	Required AgLearn courses:  FMMI 201, 202, 204, 205, 206, 207 and 208


The ARS ADMIN Profile is typically assigned to Location Administrative Officers and Location Financial Technicians.  This profile includes the roles that allow the user to prepare B2s and YEs.
	ARS ADMIN Profile

	NHB Shorthand Code Evaluator
	ARS Financial Reporter
	ARS Accounts Receivable Reporter
	BI Purchasing Reporter

	ARS IAS Interface Reporter
	ARS GL Evaluator
	ARS Sales Order Reporter
	BI Accounts Receivable Reporter

	NHB Base System Permissions
	ARS Controlling Evaluator (Cost Management)
	BI Accounts Payable Reporter
	ARS Access to BI Reports for ARS Agency Only

	ARS Accounts Payable Evaluator
	ARS Controlling Reporter (Cost Management)
	BI Funds Management Reporter
	Limited GL Processor

	ARS Accounts Payable Reporter
	ARS Purchasing Evaluator
	BI GL Reporter
	Limited GL Approver

	ARS Funds Management Evaluator
	ARS Purchasing Reporter
	BI Payroll Reporter
	ARS Funds Commitment Processor

	ARS Funds Management Reporter
	ARS Accounts Receivable Evaluator
	BI Cost Management Reporter
	

	Required AgLearn courses:  FMMI 201, 202, 204, 205, 206, 207 and 208



Typically each Area Office has two Vendor Coordinators (VC) positions.  ARS has two types of area VC profiles.  The INQONLY-VC-PURCHASING Profile is designed for Purchasing Agents within the Area Office that serve as Vendor Coordinators.  For other Purchasing Agents they may be granted all of the roles below except Customer & Vendor Master Data Requestor.
	ARS INQONLY-VC-PURCHASING Profile

	ARS IAS Interface Reporter
	NHB Commercial Vendor/Customer Master Data Evaluator
	ARS GL Evaluator
	ARS Accounts Receivable Evaluator

	NHB Base System Permissions
	NHB Invitational Travelers Vendor Master Data Evaluator 
	ARS Controlling Evaluator (Cost Mgmt)
	ARS Accounts Receivable Reporter

	ARS Accounts Payable Evaluator
	ARS Funds Management Evaluator
	ARS Controlling Reporter (Cost Management)
	ARS Sales Order Reporter

	ARS Accounts Payable Reporter
	ARS Funds Management Reporter
	ARS Purchasing Evaluator
	Customer & Vendor Master Data Requestor

	Customer & Vendor Master Data Requestor
	ARS Financial Reporter
	ARS Purchasing Reporter
	

	Required AgLearn courses:  FMMI 201, 202, 204, 205, 206, 207 and 208



The ARS INQONLY-VC Profile is typically assigned to Area Transportation Assistants (ATAs) or Agreements Specialists that server as Vendor Coordinators.  If they are not a vendor coordinator they may be granted all of the access below except the Customer & Vendor Master Data Requestor role.
	ARS INQONLY-VC Profile

	NHB Base System Permissions
	Customer & Vendor Master Data Requestor
	NHB Invitational Travelers Vendor Master Data Evaluator 
	ARS Accounts Payable Reporter

	NHB Commercial Vendor/Customer Master Data Evaluator
	ARS Accounts Payable Evaluator
	
	

	Required AgLearn courses:  FMMI 201 and 208



*Currently these roles need to be requested through the ARS Security Administrator.
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