FMMI Tip 13-2, GRC Requests, Add New Vendor/Customer Evaluation Roles
Roles to add:
· Commercial Vendor... Masked or Unmasked  
· Employee Vendor... Masked or Unmasked  
· Fed-State-Local… Masked or Unmasked  

Go into GRC Access Control, Under My Home, My Profile, than click Quick Links, Access Request.
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In the Description field type what change(s) you are making. Meaningful info/justification as to why user needs requested access.     
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Select Request Type of one of the following:
NEW – to be used for a NEW user that does not exist in the required system of ECC (PE1) or BI (PB7).
CHANGE – to be used to modify (add or remove) roles to an existing user.
REMOVE – to be used when a user no longer requires FMMI access. This could be due to retirement; transfer to another agency; or change in job function that no longer requires access to FMMI.

**Please NOTE: that if a user exists in one system (ECC-PE1, BI-PB7) but not the other; two separate requests will be required to provision access. One NEW request for the system that users does not have an existing account and one CHANGE request to modify a users existing access.

Search for the user by clicking the User button next to the User field to begin the search for user. 
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Type the First and Last name of the users, (I am using Gary Hochendoner in this example) than click the Go button to generate a list of users.
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Select the user by clicking on the field to the left of the User’s ID and click the OK button.
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This is the result:
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Click the Functional Area dropdown menu to select which functional area related roles will be requested. The Business Process field is optional, not required.
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Click the Add button in the User Access tab to select the roles that will be requested for the user. The system will display the appropriate portal group associated with the role when the role is selected. 
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Click the Role option in the Add dropdown menu.
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In the company field click the dropdown menu and choose appropriate Area (ARS, or USDA, depending on the role).  In the System field, click the search box in the third column to select the System.
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Type a “P*” in the System field and click the Start Search button.
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Click the box next to the “FMMI Production ECC” item. Click the OK button.
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Click the Search button to search for roles to add to the request.
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Make the appropriate role selections by highlighting the lines in the "Available" section. 
To select more than one role, hold "Ctrl" button on keyboard and click on additional lines using the control item located on the left hand side of the row. 
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Click the Single Down arrow button to add the Available rows into the Selected rows. 
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When you have the Selected roles - Click the OK button to complete the selection of roles.
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The system will return the selected roles into the GRC request on the User Access Tab.
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Click the User Details tab .
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Click the Employee Type dropdown menu: 
[image: ]
Select Employee Type. You will always select "USDA Employee.” 
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Click the Custom Data tab.

Click the Background Investigation dropdown menu 
Per USDA Policy, Background Investigation must be in "Initiated" or "Completed" status to move forward with the Access Request. This is mandatory for a user to gain access to FMMI. 
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Select the appropriate option for Background Investigation. In this example, "Completed" option is selected. 
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Click the AgLearn Security Training dropdown menu. 
Per USDA Policy, Security Training must be in "Completed" status to move forward with the Access Request. This is mandatory for a user to gain access to FMMI. 
[image: ]

Select the appropriate option for the AgLearn Security Training. In this example, "Completed" option is selected.
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Click the Risk Violation tab. 

Although not mandatory, the FMMI User Access Requestor can run a Risk Analysis report to ensure there are no Segregation of Duties (SoDs) between the roles they are requesting for the user. Risk Analysis should be run with the Permission Level check box selected (default option).This could identify a SoD violation before the request moves along in the workflow.
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Click the Attachments tab 

Although not mandatory, supporting documentation can be added to the Access Request as an attachment. For example, attachments may include an email approval, AD-1143 form or Security Awareness certificate. 
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Click the User Access tab to verify the request details 
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Click the Submit button in the top left-hand corner of the Access Request screen to submit the request into the approval workflow for FMMI ECC system access. 

[image: ]

The system displays the message, "Request submitted successfully. The Request Number is [XXX]". 
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PLEASE NOTE**
MODEL User feature can be used for NEW employees that you want to make look like an existing user.   You can use this feature on a CHANGE request, ONLY if you want to make an existing user look exactly like another existing user. As this type of CHANGE request will overlay existing Users access and will possibly loose access that they may need to keep.
Please use complete caution when using this feature on a CHANGE request.

Another method of submitting a change request.
 Once you are back on My Home screen click the next tab title Access Management.
[image: ]
Click under Access Request, Quick Link, than select Model User.
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Set up a Change request for another user using the same instructions above. 
[image: ]
Click the Next Key.
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Click the User search box.
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Select the users who access is to be modeled I am using Sun Hopper in this example.  Select and click OK.
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Select the Roles click and holding the ctrl key.
[image: ]
[bookmark: _GoBack]
Click the Down Arrow (ADD) key, this will bring the selected Available roles into the Selected roles section;  click the Next key.
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Add the description and select the Functional Area. Then repeat the steps above in filling out the information and the different tabs “Risk Violation and Custom Data.  Then Click on the User Access tab.
[image: ]
Click the Next button.
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Review the information and click the Submit key.
[image: ]
The system displays the message, "Request submitted successfully. The Request Number is [XXX].". 
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