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1. Introduction

This document provides instructions on how to add digital signatures to Microsoft Outlook 2003 or 2007
emails. You must have an activated LincPass + PIN, the Activldentity ActivClient software installed, and a
card reader to digitally sign a document. You must also have Microsoft Outlook 2003 or 2007 installed.

NOTE: These instructions are based on the FDCC-approved installation of Microsoft
Office on computers with the Windows XP operating system. As other agencies may
have implemented options, settings, and limitations during installation, you may see
slight variations in behavior and screenshots than those shown in this document. Check
with your agency’s IT help desk if you have questions or problems.

User guides like this one are also available for:
e  Microsoft Office 2003
e  Microsoft Office 2007
e Adobe Acrobat versions 8 and 9

1.1 What is a Digital Signature?

A digital signature is an electronic signature that can be used to authenticate the identity of the sender
of a message or the signer of a document. Besides being easily transportable, it can also add assurance
that the content of the message or document that has been sent is unchanged. When time-stamped,
the ability to ensure that the original signed message arrived means that the sender cannot easily
repudiate it later.

Digital signatures provide a high form of signature and content integrity. Digital signatures are based on
public key infrastructure (PKI), and are a result of a cryptographic operation that guarantees signer
authenticity, data integrity, and non-repudiation of signed documents. The digital signature cannot be
copied, tampered, or altered, and therefore non-repudiable. In addition, because they are based on
standard PKI technology, digital signatures made within one application (such as Microsoft Word or
Adobe Acrobat) can be validated by others using the same application.

1.2 When Should | Use a Digital Signature?

USDA is developing policy or directives that will officially address the technology of digital signature and
its application in USDA. Check with your agency for interim guidance on when to use digital signatures
for business purposes. Here are some general guidelines on when you might want to use them:
e Placing a “seal” on the document. Digitally signing using the USDA LincPass card is assurance of
document integrity and its legal standing as an official document.
e Multiple signatures. Documents can be digitally signed by more than one person, indicating an
approval or agreement with the (unaltered) content.
e Compliance. A digital signature may be required for compliance purposes when a legal signature
is required. For example, the System Security Plan for a major system must be signed by the
system owner and by the responsible security officer.
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e Leadership Memorandums and Policy Issuance. Digital signatures on such documents are
assurance that the document was reviewed and approved by the signer, and the recipient can
be assured the content is as the signer intended.

e Verification of the signer's digital identity. Digital signatures can be traced to a known electronic
identity, which in turn represents a specific individual in USDA. For example, although email
headers can be spoofed or forged, the digital signature associated with it cannot.

This is by no means an exhaustive list, and Agencies may well find other uses for digital signatures that
meet a specific business need.

1.3 Definitions and Acronyms

e PIV card: FIPS 201-compliant personal identity verification (PIV) card

e LincPass: USDA’s name for the PIV cards it issues to employees, contractors, partners, affiliates,
et al.

e HSPD-12: Homeland Security Presidential Directive 12, signed 27 August 2004. HSPD-12 requires
all federal agencies to conduct background investigations and issue personal identity verification
(PIV) credentials to all employees and contractors, and integrate those credentials with logical
and physical access control systems.

e Microsoft Office file types:

DOC file: Microsoft Word 2003 file

DOCX file: Microsoft Word 2007 file (not backward compatible with Word 2003)

DOCM file: Microsoft Word 2007 file (not backward compatible with Word 2003)

XLS file: Microsoft Excel 2003 file

XLSX file: Microsoft Excel 2007 file (not backward compatible with Excel 2003)

PPT file: Microsoft PowerPoint 2003 file

PPTX file: Microsoft PowerPoint 2007 file (not backward compatible with PowerPoint 2003)

PDF file: Adobe Acrobat version 8 & 9

Microsoft Outlook 2003

Microsoft Outlook 2007

e User: Employee, contractor, affiliate, partner, et al. with an activated LincPass card.

e Public key infrastructure (PKI): Standards-based system that creates a hierarchy of "certification
authorities" to allow individuals and organizations to identify each other for the purpose
(principally) of doing business electronically.

¢ Non-repudiation: A method to guarantee that the sender of a message cannot later deny
having sent the message and that the recipient cannot deny having received the message. In
reference to digital security, non-repudiation means to ensure that a transferred message has
been sent and received by the parties claiming to have sent and received the message.

O O0OO0OO0OOO0OO0OOOoODOo
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2. Adding a Digital Signature to an Outlook Email

In Microsoft Outlook 2003 and 2007, you can choose to either digitally sign individual messages, or
digitally sign all messages you send. The following sections cover how to do both in Outlook 2003 and
Outlook 2007.

2.1 How to Digitally Sign an Outlook 2003 Email
2.1.1 Digitally Sign an Individual Message

1. Open Outlook and, if it isn’t already there, insert your LincPass in the card reader.

2. Start a new message in Outlook. Address it to yourself so you can see what it looks like when
you receive a digitally signed email (described later in step 9).

3. From the menu, select View, then Options.
E% Untitled - Message (Plain Text) ==X

Peie gt [yen [imerc Fomst ook actons e
j ;end | i Previous » Lg @ s A_t_t_adw as ALjo_be PDF | lﬂ a{ | 45 L]
; Negtib_‘,.-\|llfu\§ -

Subject:

SLr s Ao 3181 x5 0

Toolbars 3

i@

Todd Kaywood

USDA COCIC I&CR
Todd.kaywood@ftc.usda.gov
USDA Office: 970 285-5623
Mokile: 870 988-9320

ATM ID - toddkaywood

This e-mail (including any attachments), is confidential and intended only for the use of the addressee(s). It may contain
information covered by legal, professional or other p lege. If you are not an addressee, please inform the sender
immediately and destroy this e-mail. Do not copy, forward, use or disclose this e-mail.

Thank you.

8:02PM

e start I EBEDE N o kP [& rbox-... | ®% c:\pow... | O Digitals... | T Digital ...
Tuesday

YTHEMNESYS"B R senda... | [ Untided... g® Untitled... - 8/25/2009
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Alternatively, if it’s available on your toolbar, click the Options button.

E® Untitled - Message (Plain Text)

Pl Edt Vew [sert Format Took Actons Help
iasend | Il | 4 o ] (3 0 T attechas cchePer [ 0 S |1 1 8 (v |65 ([ ontens. |3 33 4% 53 @
: AL lalr L Il=E = =) —

L. [

[
[ JI
[

Subject:

Todd Kaywood
USDR OCIC IsCh
Todd. kaywood@
USDR Offi

essional or oth
Do mot copy,

or disclose this e-mail.

Thank you.

1 and intended only for the use of the addressee(s). It may comtain
vyou are not an addressee, please inform the sender

i4 start cEIEEDE® ; xp [En % ciDoas... | T} Digital ..

THRELNEANY"EBGHE=S F senda... | [ Untteed..,

4. Inthe Message Options window, click the Security Settings button.

Message Options

Message setings ——————————  Security

; .

{7l Change security settings for this message.

]

Vioting and Tracking options

Security Settings. ..
[JUse voting buttons: |

[Jrequest a delivery receipt for this message
[request a read receipt for this message

Delivery options

@ [[JHave replies sent ta: |

Select Names...

]

Save sent message to: |Sent Items Browse...

]

oo not deliver before: | one

| |
[ Expires after: | one | |'_L 00 AN
Attachment format: |Defau|t A |
Encoding: | Auto-Select w |

Contacts...

|
Categories... |

Close
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5. Inthe Security Properties window, select the “Add digital signature to this message” option.

£ Untitled - Message (Plain Text)

i fle Edt View Insert Format Took  Actions  Help
Psend |l | 4 o __L.|Lé 1] E}ammasaduhepmm & 3 1 & | |0 [-Toptors..
| Ul = ===

)

=l |
[ G, ] | Message settings Security |
Subect: @ Importance: m @ Change security settings for this message. |
Sensitivity: |Normal [SEEIJI'Ity Settings... }
Todd Kaywood 5 .
USDA OCIO IsOR Securfty Properties 3
Todd.kaywoodfftc.usda.gov | [Enayat b and St chments
USDR Office: 970 295-5623 i )
Mobile: ©70 S85-3920 t [] add digital signature to this message
BRIM ID - toddkaywood et
This e-mail (including any RS i i | [SelectNames...] Eee(3). It may contain
information covered by lega| Security Settings | [ T ] nform the sender
immediately and destrov thiyl  sequity setting:

Thank vou. <Automatic> V| [Change Settings. .. ] :I

Security Label

Palicy Module:

[ OK ] [ Cancel

cE G B e s : %P B mbox-... | ®% c:\Doau.. | Tf Digitals... | Tj Digital 5... _ e
L )M Tuesday

THEMNEANY"EBHZS A senda... | [0 Untifled.. g% Untited... | O DigitalS... 8/25/2009

6. Click none, one, or both of the two new options that become available:

e Select “Send this message as clear text signed” if you want to allow others who may be
using a lesser technology with Outlook to read your message. Recipients who don't have
S/MIME security will be able to read the message.

e Select “Request S/MIME receipt for all S/MIME signed messages” if you want to be
able to verify that your digital signature is being validated by recipients and to request
confirmation that the message was received unaltered, as well as notification telling you
who opened the message and when it was opened.

Security Properties ‘X‘
[JEncrypt message contents and attachments
Add digital signature to this message
[#]5end this message as clear text signed
[¥]Request 5/MIME receipt for this message
Security Settings
Security setting:

<Custom Security Setting for Message> ~ | | change Settings...

Security Label
Classification:

Frivacy Mark:
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7. Click the OK button, then the Close button to close all the windows. Your email is now ready for
signature. In the toolbar, the envelope icon with a small red ribbon on it indicates the signed

message.

E% Untitled - Message (Plain Text)

i Fle Edit View Insert Format Took  Actions  Help
Piisend | ol | 6 -2 (5] [ 0] W AvachasadobePor |G 8/ d 1 B ¥ Iﬁ%l_;j_cnu_ﬁml%\@_!

i A Al LIS

[ To... ]!K.ay'.n'ood['[odd—FortCoIIins co; |
(e JI |
Subject: |TE§F |

Todd Kaywood
USDA OCIC I&OR

Todd.kaywood@ftc.usda.qgov

USDA Office: 235-5623

Mobile: 370 38§5-3320

AIM ID - toddkaywood

This e-mail (including any attachments), is confidential and intended only for the use of the addressee(s). It may contain

ivilege. If you are not an addressee, please inform the sender

information covered by legal, professional or other

immediately and destroy this e-mail. Do not copy, forward, use or disclose this e-mail.

Thank vou.

8. Type the content of your message and add other recipients, if any. When you click the Send
button, you’ll be challenged to enter your PIN.

ActivClient Login

Actividentity

ActivClient

Please enter your PIN.

FIN [l

O | Cancel
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9. Messages that have been digitally signed show up in your Outlook Inbox with the icon that
indicates the signature (the envelope with a red ribbon). If you followed the instructions in
step 2 and addressed the email to yourself, you’ll see what this looks like in your Inbox. Note
that the contents won’t be displayed in the preview window.

Received  ©

Favorite Folders | Subject

Inbox (1)
L} thread Mad
| For Folow Up
Sent Items

Al Ml Folders

1= 86t Mailbox - Kaywood, Todd
[ Conversation Histary

B, 1125[ 0§ From

7

Date: Today
% Kaywood, Todd - .. test

Tue 8/25/2009 8:28 PM

(& Deleted Items
Drafts [15]
[ Inbox (1)
(g Junk E-mail
[ Outbox

[ quarantine
[ PSS Feeds
Zent Items

Type & questi

Size

16 KB

EEX

ion for help =

|categ... | ‘

@ [ Search Folders

1 Ttem

Orline

Page 10

10. When you open the message, you may be prompted to enter your PIN again.

ActivClient Login

Actividentity
ActivClient

Please enter your PIN.

PIM |l

Ok I Cancel
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11. If this is the first time through the process, you will probably see a security warning telling you
that you’re about to install a certificate. Click the Yes button. You won’t see this message again
for future signed messages sent to you by anyone who used their LincPass certificate to sign the

message.

Security Warning .

'f You are about ko install a certificate from a certification authority (CA) claiming to represent:
*

Carnman Policy

‘Windows cannot walidate that the certificate is actually From "Common Policy, You should confirm its origin by contacting "Common Policy”. The

Following number will assist vou in this process:
Thumbprint (shal): ADE03704 ESS33SEA 081AADEY D4FO0L0C BA47DFE0

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this Ca, Instaling a certificate with an unconfirmed

thumbprint is a security risk, If you click "Yes" vou acknowledge this risk.

Do ywou want ko install this certificate?

12. When the message opens, the red ribbon in the lower right of the header indicates the message

is digitally signed.

B test - Message (Plain Text) Q[E]E]

! File Edit Wiew Insert Format  Tools  Actions  Help  Adobe PDF
E-_'_@&eply | '._QReplytonl_l | \-:%Foruard = MEETEEE T, 4 |l§‘} A3 x | & - & - A | '@!

From: Kaywood, Tadd - Fort Callins, €O

To: Kaywood, Tadd - Fort Callins, CO
o
Subject:  test

Signed By: TODD, KAYWOOD@ETC, LUSDA, GOV

Sent:

Tue 8/25/2009 §:28 PM

@)
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13. To verify the signature and certificate, double-click the red-ribbon icon. If you want to see more
information about the signature, click the Details button...

2l Document1 - Microsoft Word

Window Help  Adobe PDF  Acrobat Comments Type a question for help

AR N E

100%

RO

- A

Help  Adobe PDF-

riglnxs e alof

o
2
3

w B EE

neck to Microsoft Office

From:  Kaywood, Todd - Fort Callins, €O Sent:  Tue /252009 §:28 PM b=
To: Kaywood, Todd - Fort Collins, €O the latest news about using
fad rd
Sl (o omatically update this list
igital Signature: Valid r§| the web
Signed By:  TODD.KAVWOOD@FTC USDA. GOV — B
Subject:  test o
From:  Kaywood, Todd - Fort Collins, €O ar:

Signed By: TODD KAYWOOD@FTC,USDA, GOY

The digital signature on this message is Yalid and Trusted, + "Prink mare than one copy”

For mare inFormation about the certficate used to digitaly sian B ]

the message, click Details,
2 doc

tal Signatures Adobe Acrobat

t.doc
&

ate a new document...

Page 3 Sec 1 303 At 1" In1 ol 2 REC TRK| [ExT ove| | GH

Type & question for help = %

[ i

Window  Help  Adobe POF

9 .| 100%

e

o A &l

= tost - Message (Plain Text) ‘EHEH& | &
Ele  Edit W Insert Fon Iools Actions Help  Adobe PDF

Gy | SRentytoal | Gyrporwerd | | L w3 X ] & - 9 m
nect to Microsoft Office

From:  Kaywood, Todd - Fort Collns, €O Senk: Tue B/25/2000 8:28 PM [
To: Kaywood, Todd - Fort Collns, €O

Ce Message Security Properties

Subject: best

fice Online

w © E[E

the latest news about using
rd

omaticaly update this list

: Signed By:  TODD.KAVWOOD@FTC,USDA,GOY E Subject: test 2|
- — Messages may contain encryption and digital signature layers. Each digital -
- ‘ X ‘ signature layer may contain mulkiple signatures,
i — Security Layers
2 Subject;  best Select alayer below to view its description, : "Prink mare than one copy”
. From:  Kaywood, Todd - Fort Collns, €0 W2 < bject: test *
i e By T0DD. KATWOOD@FTC.LSDA GOV 2 Digtal Signaturs Layer |
i The digital signature on this message is Yalid and Trusted, = Slgnes; TODD KATHOGDBRTCIUSDA.GOV 2.doc
3 ral Signatures Adobe Acrobat
“ Far more information shout the certificate used ko digitally sign
- the message, click Details i
e,

[]Warn me about errors in digitally signed e-mal before message opers,

Close

ate & new document. ..

Description:
OK: Signed message.

Click any of the Following bLtkans ta view mare infarmatian about or make
changes to the selected layer:

N Edit Trust, View Details, Trust Certificate Authority. .
: ‘ 0t s
" L___m

Page 3 Sec 1 33 A47 In3 Col2 REC| TR [ExT| ove| | GE
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The Signature window shows the details about the signer’s certificate.

Z Document1 - Microsoft Word
i Ele Edt Yew Insert Fomat Jools Table Window Help Adobs PDF  Acrobat Comments Type aquestion for help =7 X
T ETENC-2 PRI

ﬁgl_‘tr\mrma\ - TimesWewRoman « 12 - | B I U |
[c] P v 1o e

B fest - Message (PlainText) - O] L a
Digital Signature: Valid

Subject:  test v
From:  Kaywood, Tadd -Fort Collns, <O E Subject: test
Signed By: TODD KAYWOOD@FTC.LSDA, GO

«EEECESGES D

Messages may contain encryption and digital signat Rk}

s sbout using

The cigial signature on this message s Valid and Trusted, signatre layer may cortain mukiple signatures.
Security Layers General | Detals |
For mare information abaut the certifizate used to digitally sian Select alayer below to view its description, EHERE

PR R R

the message, click Details. o Subject: test
« Digital Signature Layer % Signature Information

[ " Signer: TODD.KAYWOOD@FTC. USDA

[[]wiarn me shout errors in digitally signed s-mal befors message opens. =
Message format: 5, MiMES )
, _—
Signed by: TODD.KAYWOOD@FTC. USDA. GO Jre than one copy

Signature status: oK _

Signing time: &:27:11 PM 8[25/2009

Digest algorithm: ~ SHA1 s Adobe Acrobat

Description: Signature algorithm: RSA (2046-tits)
OK: Signed by TODD KAYWOOD@FTC.LISDA, GOW
8:27:11 PM 5i25{2009.
Certificate Information TR
Click ay of the Folloving buttons to view more info
changes ta the selected layer: Tssued by: C=UIS, O=Entrust, OU=Certification

Edit Trust... View Detalls... Trust Ce Certificate status: Ok

[CJtwarn me sbout errors in digitally signed e-mail.

View Certificate...

14. If you selected the “Request S/MIME receipt” option in step 6, you’ll receive a new message that
will require you to enter your LincPass PIN again before you can open it.

SIMIME Receipt: test

i Flle Edit View Insert Tools Actions Help  Adobe PDF

§QFDrﬂard|§\L§|X|4v?v|[@J

From:  Kaywood, Todd - Fort Collins, €O Sent: Tue Bf25/2009 8:29 PM

To: Kaywood, Tadd - Fart Collins, CO

Subject: S/MIME Receipt: test

Signed By: TODD.KAYWOOD@FTC,USDA. GOV R

Wour message

To: Kaywood, Todd - Fort Collins, CO
Subject: test
Senk: 8/25/2009 8:28 PM

was cryptographically verified on 8/25/2009 5:25 PM.
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2.1.2 Digitally Sign All Messages by Default

1. Open Outlook and, if it isn’t already there, insert your LincPass in the card reader.

2. From the top menu, select Tools, then Options.

Inbox - Microsoft Outlook
i Fle Edi Yew Go | Jooks | Ations Help Conferencing  Adobe POF Type a question for help =
ten v | 23 K| SEndiRecsive | isenimecehe - | SoFnd (S 01 Tyeeacnizcioird o] @R B Wi Bl
Mest Now | 524 Sched (e ¥ fnce call
[4d| Address Book.,,  Ctrhshift+8

[£9;
[F1 FRules and lerts..
@

Favorite Folders
(3 Inbox:
C Uwead Mal
| For Fofiow o
[ sent Ttems o Test 2 Tue 8/25/2009 8:32 P 16K
All Mail Folders ‘ @G b, SIMIME Receipt: test Tue B{25/2009 8:31 PR KB
¥ | test Tue 6/25(2009 6:25 M 16 KE

Subject Received |size | Categories [t

Empty "Deleted Ikems” Folder

E-mail Accourts. .,

w B EECESE -

= S5 mailbox - Kaywood, T
[ Conversation History
&) Deleted Items
(7 Drafts [15]

L7 Inbox
g Jurk E-mail
L= Outbox
[ quarartine
[ RS5 Feeds
(3 Sent Ttems

(® [ search Folders

d Mail
"] colendar
s
/] Tasks
R

4Trems 5| online

3. Inthe Options window, select the “Security” tab.

Options

Preferences | Mail Setup || Mail Format Spellingl Security | Other | Delegates

Ercrypted e-mail

L []add digital signature to outgoing messages
Send clear text signed message when sending signed messages
[]Request S/MIME receipt For all S{MIME signed messages

Default Setting: | ActivClient Certificates hd | [ Settings...

Security Zones

o Security zones allow ywou to customize whether scripks and active
content can be run in HTML messages.

Zone: |= Restricted sites w | l Zonge Settings. ..

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs {Certificates)

Digital IDs aor Certificates are documents that allow vou ko prove wour
identity in electronic transactions,

[ publishto GAL... | | ImportfExport... | | et abigial ...

QF, H Cancel ] apply
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4. Inthe “Encrypted email” section, select the “Add digital signature to outgoing messages” option.
See below for a description of the other two options.

Preferences | Mail Setup | Mail Format | Speling | Security | Other | Delegates

Az

™)

EY

Encrypted e-mail

[IEncrypt contents and atkachments For oukgaing messages

Add digital signature to outgoing messages

Send clear text signed message when sending signed messages
[¥18eauest SIMIAE receint for al SHMIME Soned messaoes

Default Setting: | ActivClient Certificates ~| | Settings...

Security Zones

Security zones allow you to customize whether scripks and active
content can be runin HTML messages.

Zong: @ Restricted sites e Zone etkings. ..

Download Pickures

[ Change Automatic Download Settings... ]

Digital IDs {Certificates)

Digital IDs or Certificates are documents that sllow vou to prove yvour
identity in electronic transactions.,

[ Publishto GAL... | | Import/Export... | [ Getapigtaim... |

I (a4 H Cancel ][ Apply ]

o Select “Send this message as clear text signed” if you want to allow others who may be

using a lesser technology with Outlook to read your messages. Recipients who don't

have S/MIME security will be able to read the messages.

e Select “Request S/MIME receipt for all S/MIME signed messages” if you want to be
able to verify that your digital signature is being validated by recipients and to request
confirmation that each message was received unaltered, as well as notification telling

you who opened

NOTE: It is recommended that you don’t select the “Request S/MIME receipt” option
unless you have a strong business need, as it doubles the number of emails in your

the message and when it was opened.

Inbox and adds network traffic.
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5. Click the OK button to close the Options window. When you start a new message, your toolbar
will show the envelope with a small red ribbon already selected, indicating the message will be
digitally signed. (You can choose not to sign an individual email by clicking the envelope icon.)

£¥ Uniitled - Message (Plain Text)

I File Edit “iew Insert Format Tools  Ackions  Help

i:-dsend | Accounts v | ) S| 4 o | (& [ TE Attach asadobePDF |G 8 |4 ¥ B | ¥ | | ] optiond... |ﬂ_~1 A | @!
= = i— = ;= A

=z - EFE r! \/

JAIB I U|S

[ To... ] |Kaywood Todd - Fort Callins, CO;

[ e JI
|

Subject: | Test 3

6. After adding recipients and content, click the Send button. You will be prompted for your

LincPass PIN.

ActivClient Login

Actividentity

ActivClient

Please enter wour PIM.

PIN Il

Ok | Cancel
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7. The message will appear in the recipient’s Inbox with an envelope with a red ribbon on it
indicating the message is digitally signed.

Inbox - Microsoft Outlook |Z"EHX‘
= Type a question forhelp [

R el e sena Ate mn

|Recetved Size (Categ..|¥

| Subject

Favorite Folders B[+ 2% [ g|From
[ Inbox (1)
(4 tvead Mad
(53 For Follows Uip
[ Serk Trems
Al el Folders
= £5F Mailbox - Kaywaod, Todd
[ conversation History:
3] Deleted Irems
Drafts [15]
[ mbox (1)
L@ Junk E-mail
[ outbox
[ quarantine
[ RSs Feeds
(3 Sent Ttemns
(& [ search Folders

= Date: Today

Tue 8/25/2009 8:28 PM

Online

8. If you open a digitally signed email, you may be prompted for your PIN before the message will
open.

ActivClient Login

Actividenti

entty
Acti hgﬂt

Pleass enter your PIM,

PIN Il

Ok I Cancel
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9. |If this is the first time through the process, you will probably get a security warning telling you
that you’re about to install a certificate. Click the Yes button. You won’t see this message again
for future signed messages sent to you by anyone who used their LincPass certificate to sign the
message.

Security Warning .

'f You are about ko install a certificate from a certification authority (CA) claiming to represent:
*
Carnman Policy

‘Windows cannot walidate that the certificate is actually From "Common Policy, You should confirm its origin by contacting "Common Policy”. The
Following number will assist vou in this process:

Thumbprint (shal): ADE03704 ESS33SEA 081AADEY D4FO0L0C BA47DFE0
Warning:
If you install this root certificate, Windows will automatically trust any certificate issued by this Ca, Instaling a certificate with an unconfirmed

thumbprint is a security risk, If you click "Yes" vou acknowledge this risk.

Do ywou want ko install this certificate?

Yes

10. When the message opens, the red ribbon in the lower right of the header indicates the message
is digitally signed.

B test - Message (Plain Text) Q[E]E]

! File Edit Wiew Insert Format  Tools  Actions  Help  Adobe PDF
E-_'_@&eply | '._QReplytonl_l | \-:%Foruard = MEETEEE T, 4 |l§‘} A3 x | & - & - A | '@!

From: Kaywood, Tadd - Fort Callins, €O Sent:  Tue 8/25/2009 5:28 PM
To: Kaywood, Tadd - Fort Callins, CO
o

Subject:  test

Signed By: TODDLEAYWOOD@ETC, LUSDA, GOY (; >
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11. If you chose to request S/MIME receipts for all digitally signed emails you send, you will receive

a separate email stating that the message was cryptographically verified on the given date and

time.

3 SIMIME Receipt: test - Report (Rich Text)
I Flle Edit View Insert Tools Actions  Help

PP | X s v -@f

Adobe PDF

From:  Kaywood, Todd - Fort Collins, €O
To: Kaywood, Tadd - Fart Collins, CO
Subject: S/MIME Receipt: test

Signed By:  TODD.KAYWOOD@FTC,USDA.GOY

Sent: Tue Bf25/2009 8:29 PM

Wour message

To: Kaywood, Todd - Fort Collins, CO
Subject: test
Senk: 8/25/2009 8:28 PM

was cryptographically verified on 8/25/2009 5:25 PM.
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2.2 How to Digitally Sign an Outlook 2007 Email
2.2.1 Digitally Sign an Individual Message

1. Open Outlook and, if it isn’t already there, insert your LincPass in the card reader.

2. Start a new message in Outlook. Address it to yourself so you can see what it looks like when
you receive a digitally signed email (described later in step 5).

3. Inthe message, with the Message tab selected, look for the digital signature icon (envelope with
a red ribbon). Click the digital signature icon to turn it on. Select recipients and compose the
message as usual, then click the Send button.

@ H 23 )7 test outlook 2007 - Message (HTML] R
Message Insert Options Format Text Adobe PDF 'gl
4 fcamnme - - [[A° W= =) (2] @) L@ y EE) O[S \ ?
pasta B r ul®- A= ||| Address Check || Attach Attach Business Calendar Signature || Follow = Spelling
- - 3 — I _ Book Mames File Item Card ~ 22 Up~ s -
Clipboard ™= Basic Text e Mames Include _Options = || Proofing
= [ To.. ] iKa wood, Todd - Fort Collins, CO |
Send [ ce... ] | |
Subject: itast outlook 2007 |
iz
-

4. At the ActivClient prompt, enter your LincPass PIN, then press ENTER or click the OK button.
Outlook will automatically verify your certificates on your LincPass and send the message.

ActivClient Login

Actividentity

ActivClient

Please enter vour PIM.

PIN [l

( | Cancel
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5. The message will appear in the recipient’s Inbox with an envelope with a red ribbon on it,

indicating the message is digitally signed.

< inbiox - Micrasaft Cutlach -
| ple gdt Yiew Go Joals Adtions Help  Cgnfersnong  Adobe OF
i ibiew | B X | Caleply CERepiyto Al i Forgard BE W L7 (B cenamegeive « (3 [ Seshsdbesbocks « 00 L B : BE i
r_j:..wmm.- S Seneaule a e Meeting &) Senedyle a Conference Call
Mail « ||[3 Inbox Pla
Taworite olders ek Pere to ennble Inytant Search
5 L ; - Reseed Size Categaries v |-

L) nbox l | i% [ @ From Subjert

[ sent nems :iﬂ ffe: Togay
M Fulgens. = Todd - | test outicok 2007 Wed B/26/2009 141 M 18 KB
3] m st e |

2 23 maitbox - Kaywood, Tod
(3 Canversmtian Histor)
(s} Deleted Items & |
| Diraes [11]

L3 inbex (11
@ i Emal
[ outbax
3 guaranting
[ R3s Feeati
3 Sent thems
il (8 Semich Folders

=
] caentar
| contacts

ﬁi Tk

oJ o [E

Lmem This folder i up to date. (LI Connected to Microsoft Exchange -

6. Open the message and look for the “Signed By” information below the subject, and the red

ribbon icon on the right. This indicates the message has been digitally signed.

I’c;j HY9 Va9 = test outlook 2007 - Message (HTML) s s
T =
- Message Adobe PDF (7]
LA = = || @ Find €|
DA XY P e B W 2
Reply Reply Forward | Delete Moveto Create Other | Block | |jotjunk | Categorize Follow Mark as Sendto
to All Folder~ Rule Actions - || Sender - Up~ Unread || l§ Selectw OneMote
Respond Actions Junk E-mail e Optians = Find Onellote
Fram: Kaywood, Todd - Fort Calins, CO Sent: \Wed 8/26/2009 1:41 PM
Ta: Kaywood, Todd - Fort Callins, CO
cc
Subjact: test outlook 2007
-l \A
-
-
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7. Click the red ribbon icon, then the Details button to see details of the digital signature.

é) 2-0d

Heme | e

BT e

"
= || ooeniete

™

. Prea - og

o h o

in 5 S | W b @

1

g £

anelicte

Fawae, Tocd - Part Catw, 00
e, Tac - Fort Csbrm, 00

et it oumok 2067
L

If you want to send the message in clear text signed and/or request an S/MIME receipt the

FODC EATHOO0S US04 S04

a The el sirrs oo s massage s Vel and Trusbed.

Bent Wed R26:2009 Lok P

the messag, theh Dotk

email you're sending, continue on to step 8.

8. Start a new message in Outlook. In the top menu bar, select the Options tab.

Page 22

_ x test 2007 outlook - Message (HTML) x
(olealale] .
> Message I Optigns ) FormatText  AdohsPDF (7]
e o] 62 ;
A N B cotors - 4 | Aa Plain Text o = : | _='] {
< f— [ Request a Delivery Receipt o P
] o b !
: S b = = F; I._HTMq ¥ B3 B
| Themes Page Show Show ||~ = Use Voting 7| Request a Read Receipt Save Sent Delay Diract
- [O]Effects - | colar~ || Bee From || AaRichTest || Buttons - | Item= Delivery Replies To
I Themes I Fieds || Format || Tracking =)l MoreOptions 5 |
1= [ To.. ] |Ka wood, Todd - Fort Collins, CO; |
| o] | |
Subject: | test 2007 autlook |
&
| :
=
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9. Inthe “More Options” group, click the small arrow in the lower right corner of the group title.

test 2007 outlook - Message (HTML)

Optians Fan Text Ado DF
G I

81 B
H 4 A.aPlam'[ext 0

= [==
m | I Request a Delivery Receipt —| i |

Themes Show Show ||= | Use Voting ™ Request a Read Receipt Save Sent Delay Direct
@ Effects - Cnmrv || Bee  From I Aa Rich Text | Buttons = Il e Delivery RepliegTo
Themes | Fields || Format | Tracking {F Maore Options ) I
\ yA

[ T J |Kaxwaod Todd - Fort Collins, CO;

-gend [ Ce.. ]|

Subject: |test 2007 outlook

| »

4

. . . . .
10. In the Message Options window, click the Security Settings button.
On)7-0Hd - Documentl - Microsaft Word Loax
(E ) r—
| Home | nsert @
— = N e est 2007 autlook - Message (HTML) = x ‘
% cut —— 44 Find -
s Message  Insert | Options | FormatText  Adobe PDF @ ey |
44 Copy 8, Replace
| Faste 3 Format Pamter I cotors - = .':H faflainlet I Request a Delivery Receipt E Iiz'; & Egal:sf | R sefect - |
‘ Ciphiosd [ Themes i g || Show si\'u MW]L Use Voting g [ SavESEnt Delay  Direct | % Editing
| [©] Effects - (g,n,v | "Bec  From || AaRichText |‘ Eoner o an H Hem~ Delivery Replies To |
I Themes | Fields | Format Tracking %/l More Options &)

Message Options \z\@

Message settings Security

Subject: |test 2007 ouf D ren Chan ettings for this message.
Sensitivity: W Security Settings. ..
Yoting and Tracking options
[use vating buttons: | ~

[TTRequest = delivery receipt for this message
[IRequest a read receipt For this message

Delivery options

[JHave replies sent ko [ sefect hames... |

[Io et deliver before:  [flane [1z:00am |
[ClEspires sfter: Nene ] [12:00 M |
Attachmert Format: Default v
Encoding: Auto-Select v
[ contats.. | | |

[ catenories =] [ Hone

s

Page:5of 5 | Words:
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11. In the Security Properties window, check the “Add digital signature to the message” (if it isn’t
already checked) and, optionally, the “Send the message as clear text signed” and/or the

“Request S/MIME receipt for this message” options.

(Ca) -0l
|

—" | Home | inser ) -

e — U@ )7 test 20 e (HTML) = x |
[ =8 N cut @ e — —; 2
7j N ¢ Message Insert | Options | Format Text Adabe PDF (7]

=3 cop
Beglst . = - R T | i = e
=" Format Painter j B cotors - | [ =, E% fphaRilnleg I Request a Delivery Receipt | - g & |
Clipboard = [A]Fonts ~ = Aa HTML L |
Themes age || Show Show || Use Voting | Request a Read Receipt SaveSent Delay  Direct
~ [O]effects = | color~ | Bec  From || AsRichText : Ttem - Delivery Replies To
Themes Il Fields Format Tracking i | More Optians 0 |

Send

Account ~ | Subject:

voting

Deliver|

l = ] [EVILEE: (essape Options

Message settings

[test 2007 0w @

[CJEncrypt message contents and attachments

Add digital signature to this message

Security Properties

Security
‘-oriw

Change security settings for

HIE

Send this message as clear text signed
Request S/MIME receipt for bhis message

|

this message,

Security Settings
Security setting:

| <Adtomatic»

| [change settings... |

Select Mames...

Security Label

||
]
| &

] » &1

Page:6 of6 | Words:3 | 5 |

| Change

®

A LEEEEEEEERT

4 Find ~

24 Replace

Styles - || b Select~
|| Editing

e Select “Send this message as clear text signed” if you want to allow others who may be
using a lesser technology with Outlook to read your message. Recipients who don't have
S/MIME security will be able to read the message.

e Select “Request S/MIME receipt for all S/MIME signed messages” if you want to be
able to verify that your digital signature is being validated by recipients and to request
confirmation that the message was received unaltered, as well as notification telling you
who opened the message and when it was opened.
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12. Click the OK button to close the Security Properties window, and the Close button to close the
Message Options window. Add recipients and content as usual, then click the Send button. If
you selected the “Request S/MIME receipt” option, Outlook will ask you to confirm that you
want to send an S/MIME receipt. If you do, click the Yes button; if you don’t, click the No
button. (If you want Outlook to always request the receipt when you’ve selected the option in
step 11, first click the “Don’t ask me about sending S/MIME receipts again” option, then click the
Yes button.)

(7 Drafts [11]
(5 nbox

(@ Junk E-mail
(i3 outbox

3 quarantine
() PSS Feeds
[ Sent Items

& (3 Search Folders

¢ File Edit View Go Iools Adions Help Conferencing Adabe PDF Type & question For help = o
SEANew -5 2] X | CaReply Repvto Al 5 Forward | B W | &t FjsendReceive - [ | [ Searchaddessbocks - @ B OB & s
=
: [ElMeet Now | By Sehedule a Live Meeting | B3 Schedule a Conference Call =
= = =)

Mail « || 2 Inbox : LEd
Favorite Folders 4 ||[ Click here ta enable Instant Search | @
L Inbox ENEAE Subject Recelved Sizs Categaries SR =
4 Unreag Mail @
[ Sent Items = Date: Today &
Mail Folders & #3 Kaywood, Todd - F... test 2007 outlook Wed 8/26/2009 145 PM 22 KB &=
5] All Mail Items - 83 Kaywood, Todd - F... test outlook 2007 Wed 5/265/2003 141 PM 13 KB @
= 85! Mailbox - Kaywaod, Tod

[3 Conversation Histor) . .

) Deleted Ttems @) Microsoft Office Outlook C ]

A request was made to send an S{MIME receipt after the message 'test 2007 outlook'is
2 verified. Do you want to send an S{MIME receipt?

)

=

[[1Dont ask me ahout sending S{MIME receipts again

2 Items

<4 start @

This falder is up to date. |3 Connected to Microsoft Exchange =

B EMcle s s BEDE 1

ActivClient Login

Actividentity

ActivClient

Please enter your PIN,

PIN ] ******l

oK | Cancel
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14. The message will appear in the recipient’s Inbox with an envelope with a red ribbon on it,
indicating the message is digitally signed. If you want to check the signature, follow steps 6 and

(& Inbox - Microsoft Gutlook TNt |+
¢ File Edit View Go Iools Adions Help Conferencing Adabe PDF Type a question For help = 2
iBAnew - B (3 X | GaReply (SiRepyto Al (3 Forwerd | §E W | FsendReceive - [§ | L) Searchodressbocks - | @ WL W o B @ -
=
: [ElMeet Now | By Sehedule a Live Meeting | B3 Schedule a Conference Call &
- =
Mail « || 3 Inbox e FRa !
Favorite Folders 2 ||[Click here ta enable Instant Szarch | ﬁ
— s =
et e (K )t AT Fgm Subject Received Size Categaries = L;
2 Unreag Mail &
[ sent tems ‘ﬂﬁate: ok \ @
s i # L Kaywgod, Todd - F... S/MIME Receipt: test 2007 outiook Wed 8/26/2009 1:46 PM 14 KB ®
O] Al Mail Ttems - B3 Kayybed, Todd - F... test 2007 outloak Wed 8/26/2009 145 PM 22 KE @
= €4 Mailbox - Kaywaod, Tod fwood, Todd - .. test outlook 2007 \Wed 3/26/2003 1:41 PM 13 KB
(3 Conversation Histary
@] Deleted Items &) )
L2 Drafts [11] i
[ Inbox 11} @
(g Junk E-mail L
[ outbox
(4 quarantine
(5] Rss Feeds
[ Sent ltems
& )3 search Folders
73] catendar
=Sews 4
s (2, Kaywood, Todd - Fort Collins, CO v 2
== | S/MIME Receipt: test 2007 outlok
o] Tasks This item cannot be displayed in the Desktop Alert. Open
¥ X theitem to read its contents. >
N 9
3 Items This falder is up to date. | [£3 Connected to Microsoft Exchange ™

74 start 1® irbo

15. If you selected the “Request S/MIME receipt” option, you’ll receive a new message that will
require you to enter your LincPass PIN again before you can open it.

/I:‘ oY 0 aew ¢ S/MIME Receipt: test 2007 outlook - Report (Rich Text) - o=
Report | Adobe PDF @
PRy e
Ll L o 2 Related ~
Forward || Delete Moveto Other | Follow Mark as
Folder~ Actions~ || Up~ Unread || Wi Select~
Respond Adtions Options Find
From: Kaywood, Todd - Fort Colins, CO Sent: Wed 8/26/2009 1:46 PM
To: Kaywood, Todd - Fort Colins, CO
Subject: S/MIME Receipt: test 2007 outlook
Signed By: TODD.KAYWOOD®@FTC.USDA.GOV Q
-
Your message T
To: Kaywood, Todd - Fort Collins, CO
Subject: test 2007 outlook
Sent: 8/26/2009 1:45 PH
was cryptographically verified on 8/256/2009 1:46 PM.
-
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2.2.2 Digitally Sign All Messages by Default

1. Open Outlook and, if it isn’t already there, insert your LincPass in the card reader.
2. From the top menu bar, select Tools, then Trust Center.

[ Inbox - Microsoft Outlook

= 4

¢ File Edit View Go | Tools s Help Conferencing  Adobe FDF Type a question for help =
P Send/R » | m =1 . G = . .
indNew - B X Enc/eteive = FsendRegeive - [§ | () Searchacressbocks - | @) W W o B @
: (B Meet Now | B Sched JEENE T * fencecall o
e ] -
N (il AddressBook. Ctri-Shift-B
Mail T ERaE
Organize
Favorite Folders 2 |
= Rules and Alerts...
[ mbox Subject Received Size Categories 7 |-‘
0 Unread Mail Out of Office Assistant...
[ sent Ttems
- Mailbax Cleanup...
Mail Folders ¢ i
S Empty ‘Deleted Ttems” Folder /MIVIE Receipt: test 2007 outiook lifed 8/26/2008 1:45 P 14 KB
5] All Mail Ttems 25t 2007 outloak Wed 8/26/2009 1:45 PM 22 KB
{5 Recover Deleted Items... :
B €5t Mailbox - Kaywoad, et outlaok 2007 Wed 5/25/2009 141 PM 13 KB
(3 Conversation His Forms 4
(& Deleted Items Macro »
L\ Drafts [11]
(3 Inbox Account Settings.
Lig Junk E-mail Trugt Center...
[ outbox
£ quarantine Customize...
() Rs5 Feeds Options...
[ sent tems
B [ search Folders E-mail Scan Properties...
Scan for Threats...
L] mail
73] catendar
&) contacts
&) Tasks
N BLE 9

3 Items

This folder is up to date. | [£3 Connected to Microsoft Exchange ™
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Fir cHERBR@CRAREMN DY !

3. Inthe Trust Center window, select Email Security from the left menu.

Trust Center

Trusted Publishers
Add-ins
| Pritacy Options %

mail Security
A ng
Automatic Download

Macro Security

Encrypted e-mail

[[] Encrypt contents and attachments for outgoing messages

[[] add digital signature to outgaing messages

[[] Send clear text signed message when sending signed messages
[ Request S/MIME receipt for all S/MIME signed messages

Default Setting: | ActivClient Certificates V| [;ettings..‘

Digital IDs (Certificates)

Read as Plain Text

[] Read all standard mail in plain text

Script in Folders

[ allow script in shared falders
Allowy seript in Public Folders

Digital IDs ar Certificates are documents that allow you te prove your identity in electronic transactions,
Programmatic Access
[ Bublish to GAL.. | [Import/Export... | [ Get a DigitalD... |
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o Select “Add ditigal signature to outgoing messages” to automatically send digitally
signed emails unless you choose not to for an individual message.

o Select “Send clear text signed message when sending signed messages” if you always
want to allow others who may be using a lesser technology with Outlook to read your
message. Recipients who don't have S/MIME security will be able to read the message.

e Select “Request S/MIME receipt for all S/MIME signed messages” if you want to be
able to verify that your digital signature is being validated by recipients and to request
confirmation that the message was received unaltered, as well as notification telling you

who opened the message and when it was opened.

Inbox and adds network traffic.

NOTE: It is recommended that you don’t select the “Request S/MIME receipt” option
unless you have a strong business need, as it doubles the number of emails in your

¢ File Edit View Go Iools Adions Help Conferencing Adobe PDF Type & question For help % 2
HESIICORA= R QISP Trust Center @@ Z
=
[ @l Meetnow | By scheauteative [ o oL _ =
Encrypted e-mail &
Mail < [|E2 [ 2dd-ins o P-Elf~
- [] Encrypt cantents and attachments far autgoing messages i
Favorite Folders P 7 | [l
e Privacy Optians 4dd digital signature ta outgaing messages
o nbiexy Send clear text signed message when sending signed messages Categories gl =]
0 Unread Mail E-mail Security b ——— |
[ sent Items L g
= Attachment Handling ; === : =]
Mail Folders = Detault Setting; | ActivClient Certificates | [_settings.. &
Bl Az = Autamatic Download -
f Digital IDs (Certificates) @
= 85! Mailbox - Kaywaod, Tod Macra Security
[3 Conversation Histor) i . =7 Digital IDs or Certificates are documents that allow you ta prave your identity in electronic transactions.
rogrammatic Access 5 §
(5] Deleted Items ] [ Publish to GAL.. | [ import/Expart... | [ GetaDigitalIp.., 4
(7] Drafts [11] A
15 Inbox Read as Plain Text
(g Junk E-mail

_LE, Outbox [] Read all standard mail in plain text
[ quarantine . "

() PSS Feeds
{3 Sent Items Scriptin Folders
& (3 Search Folders

[] Allow seript in shared falders

Allows script in Public Folders

[} Mail
3 calendar
8=/ contacts

7] Tasks

M= T

3 Items

74 start & inbox - v

This falder is up to date. |3 Connected to Microsoft Exchange =
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4. Click the OK button to close the Options window. When you start a new message, your toolbar
will show the envelope with a small red ribbon already selected, indicating the message will be
digitally signed. (You can choose not to sign an individual email by clicking the envelope icon.)

Untitled -

Message (HTML)

=

(=P R ) -
Message Insert Cptions Format Text Adobe PDF )
e s3] @l ) 0 [&=) Pl ¥ R s
£ ~ | = ra '
B - U= ~ =||| Address Check Attach Attach Business Calandar Signature || Follow spelling
— Book MNames File Item  Card~ - Up ~ a4 -
Clipboard = Basic Text Mames Include Options = || Proofing
— Kavwood, Todd - Fort Collins, CO;
]

If you selected the “Request S/MIME receipt” option in step 3, you will receive a separate
message with the receipt information, as described above in section 2.2.1, steps 12-15.
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3. How to Verify a Signature is Valid (Outlook
2003 & 2007)

NOTE: The screenshots shown in this section are from Outlook 2003, but they look very
similar in Outlook 2007.

1. Open the message that has been digitally signed. Outlook will show you that the email has a
digital signature by showing the “Signed By” information and the red ribbon icon.

B Test Test Test - Validate - Message (Plain Text) |;”E|g|
I File Edit “iew Insert Format  Tools  Actions  Help  Adobe PDF
£ CaRenly | CgReplytodl | Forwerd | o | W S| X[ - -a @

From: Kaywood, Tadd - Fart Callins, CO Sent: Tue 8/25/2009 9:31 PM
Ta: Kaywood, Tadd - Fart Callins, CO

Subject: i
Signed By: TODD, KAYWOOD@FTC, USDA, GOV @
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2. To verify the person who sent the email is the person who signed it, compare the “From”
properties (right click the name, select Outlook Properties, then click the “Email Addresses” tab)
with the email address in the “Signed By” field.

3 Verify the digital signature on a signed message you receive - Outlook - Microsoft Office Onlin - Microsoft Internet Explorer

File Edb View Favortes Tools  Help a ﬁ

Qiad u B @ ‘-(h pSEarEh *Favw\tes (=) 8' D‘ ] - D ﬁ 3 @

Address @http:ffnffica.m\crnsnft.mmfen-ustnut\nnkaPDSHZBE1lﬂﬁﬁ.aspx v\ GU Links * & + El
v

F QULook 2002 Help = By WICroS 0N UMEE J0T it @

PSS W VS S SV w— —— @

it - Validate - Message (Plain Text) |-7”EH£| @l

Mew et Format ook Actions Help  Adobe PDF @

Replytol | prosend | 4 Ga | 4w |83 X & - o - a0 @ I -

From:  Kaywood, Tadd - Fort Colins, €O
Kaywood, Todd - Fort Collins, CO Properties

To: Kaywood, Todd - Fort Calins, €O

e =y :
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IEI You can also click the red ribbon icon, then click the Details button to look at the signature
details (see section 2.1.1, step 13 above).

NOTE: If the Signed By information is underlined in red and the red ribbon icon has
a red exclamation point, the signature is invalid. Click the red ribbon icon for more
information about the signature status.
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4. Help Desk and Troubleshooting for Digital
Signature

Problems with digitally signing documents may actually be due to problems with your LincPass. Contact
the HSPD-12 help desk for assistance in resolving LincPass issues:

USDA HSPD-12 Help Desk

Toll Free: 1-888-212-9309

Local: 703-245-7888

Email: hspd12 @ftc.usda.gov

If you are new to using your LincPass, consider taking the USDA Aglearn course on Two-Factor
Authentication for end users (look for course ID “USDA-TwoFactorAuthEndUsers-01").

The Two-Factor Authentication Web site also has information on how to use your LincPass:
http://hspd12.usda.gov/twofactor.html

In the middle of the page is a section called “Two-Factor Authentication References,” which has

instructions on using your LincPass, and will help you confirm you are using your card correctly for digital

signature.

If you are still having problems digitally signing documents and you know your LincPass is working
correctly, contact your agency’s IT help desk or IT system administrator to review your operating system,
hardware (computer and card reader), and application software for correct setup and functionality.

You may be able to find answers on digital signature issues at the following vendor Web sites:

Microsoft

Microsoft Digital Signature Support Content:
http://office.microsoft.com/en-us/outlook/CH010045641033.aspx
Microsoft General Support:

http://support.microsoft.com/

Adobe

Adobe Digital Signature Support Content:
http://www.adobe.com/security/digsig.html
Adobe General Support:
http://www.adobe.com/support/

5. References

The I0OA Digital Signature Web site has information on the project, user guides, technical documents,
and policy guidance for digitally signing documents and emails.

IOA Digital Signature Web site:
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
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Digital Signature User Guides:
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
e Digital Signatures Microsoft Office — 2003 (this document)
e Digital Signatures Microsoft Office — 2007
e Digital Signatures Microsoft Outlook— 2003 and 2007
e Digital Signatures Adobe Acrobat 8 & 9

Technical Configuration Guide Change
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
e Digital Signatures Adobe Configuration Change To Registry setting for Certificates

Policy Guidance
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
e OCIO I&OA Digital Signatures Policy Guidance

Vendor Web sites have information on how to apply digital signatures in their products:

Microsoft Office

Location: Microsoft Support Site
http://www.microsoft.com/downloads/details.aspx?Familyld=79d06e72-4b45-4669-9eac-
Oeca5821e8ff&displaylang=en

Microsoft Outlook
Location: Microsoft Support Site
http://www.microsoft.com/downloads/details.aspx?Familyld=CC37CC1E-028D-4D30-9093-

96CC6513ECA1&displaylang=en

Adobe Acrobat 8 & 9

Location: Adobe support site
http://learn.adobe.com/wiki/display/security/Document+Library
http://www.adobe.com/security/digsig.html

USDA Web sites have general information on the issuance, activation, and use of the LincPass card:

HSPD12
http://hspd12.usda.gov/index.html
http://hspd12.usda.gov/fag.html

Two-Factor Authentication
http://hspd12.usda.gov/twofactor.html
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