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1. Introduction

This document provides instructions on how to add digital signatures to Adobe Acrobat version 8.x and
version 9.x documents. You must have an activated LincPass + PIN, the Actividentity ActivClient
software installed, and a card reader to digitally sign a document. You must also have Adobe Acrobat
version 8.x or version 9.x installed.

NOTE: These instructions are based on the FDCC-approved installation of Adobe Acrobat
on computers with the Windows XP operating system. As other agencies may have
implemented options, settings, and limitations during installation, you may see slight
variations in behavior and screenshots than those shown in this document. Check with
your agency’s IT help desk if you have questions or problems.

User guides like this one are also available for:
e  Microsoft Office 2003
e  Microsoft Office 2007
e Microsoft Outlook 2003 and 2007 (for sending digitally signed emails)

1.1 What is a Digital Signature?

A digital signature is an electronic signature that can be used to authenticate the identity of the sender
of a message or the signer of a document. Besides being easily transportable, it can also add assurance
that the content of the message or document that has been sent is unchanged. When time-stamped,
the ability to ensure that the original signed message arrived means that the sender cannot easily
repudiate it later.

Digital signatures provide a high form of signature and content integrity. Digital signatures are based on
public key infrastructure (PKI), and are a result of a cryptographic operation that guarantees signer
authenticity, data integrity, and non-repudiation of signed documents. The digital signature cannot be
copied, tampered, or altered, and therefore non-repudiable. In addition, because they are based on
standard PKI technology, digital signatures made within one application (such as Microsoft Word or
Adobe Acrobat) can be validated by others using the same application.

1.2 When Should | Use a Digital Signature

USDA is developing policy or directives that will officially address the technology of digital signature and
its application in USDA. Check with your agency for interim guidance on when to use digital signatures
for business purposes. Here are some general guidelines on when you might want to use them:
e Placing a “seal” on the document. Digitally signing using the USDA LincPass card is assurance of
document integrity and its legal standing as an official document.
e Multiple signatures. Documents can be digitally signed by more than one person, indicating an
approval or agreement with the (unaltered) content.
e Compliance. A digital signature may be required for compliance purposes when a legal signature
is required. For example, the System Security Plan for a major system must be signed by the
system owner and by the responsible security officer.
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e Leadership Memorandums and Policy Issuance. Digital signatures on such documents are
assurance that the document was reviewed and approved by the signer, and the recipient can
be assured the content is as the signer intended.

e Verification of the signer's digital identity. Digital signatures can be traced to a known electronic
identity, which in turn represents a specific individual in USDA. For example, although email
headers can be spoofed or forged, the digital signature associated with it cannot.

This is by no means an exhaustive list, and Agencies may well find other uses for digital signatures that
meet a specific business need.

1.3 Definitions and Acronyms

e PIV card: FIPS 201-compliant personal identity verification (PIV) card.

e LincPass: USDA’s name for the PIV cards it issues to employees, contractors, partners, affiliates,
et al.

e HSPD-12: Homeland Security Presidential Directive 12, signed 27 August 2004. HSPD-12 requires
all federal agencies to conduct background investigations and issue personal identity verification
(PIV) credentials to all employees and contractors, and integrate those credentials with logical
and physical access control systems.

e Microsoft Office file types:

DOC file: Microsoft Word 2003 file

DOCX file: Microsoft Word 2007 file (not backward compatible with Word 2003)

DOCM file: Microsoft Word 2007 file (not backward compatible with Word 2003)

XLS file: Microsoft Excel 2003 file

XLSX file: Microsoft Excel 2007 file (not backward compatible with Excel 2003)

PPT file: Microsoft PowerPoint 2003 file

PPTX file: Microsoft PowerPoint 2007 file (not backward compatible with PowerPoint 2003)

PDF file: Adobe Acrobat version 8 & 9

Microsoft Outlook 2003

Microsoft Outlook 2007

e User: Employee, contractor, affiliate, partner, et al. with an activated LincPass card.

e Public key infrastructure (PKI): Standards-based system that creates a hierarchy of "certification
authorities" to allow individuals and organizations to identify each other for the purpose
(principally) of doing business electronically.

¢ Non-repudiation: A method to guarantee that the sender of a message cannot later deny
having sent the message and that the recipient cannot deny having received the message. In
reference to digital security, non-repudiation means to ensure that a transferred message has
been sent and received by the parties claiming to have sent and received the message.

O O0OO0OO0OOO0OO0OOOoODOo

USDA « For Official Use Only ¢ 21 March 2011




OCIO Innovations & Operational Architecture

Page 6
User Guide for Digital Signatures in Adobe Acrobat 8.x and 9.x

2. Adding a Digital Signature to an Adobe Acrobat
8.x Document

NOTE: Adding digital signatures to Acrobat 8.x documents can be done, but it takes
many steps that must be repeated each time, and Acrobat 8.x lacks digital signature
information and performance. If you will be using digital signatures regularly for your
business tasks, you should, if at all possible, upgrade to Adobe Acrobat 9.x, as it will
improve verification, performance, and ease of use, and therefore your productivity.

2.1 How to Digitally Sign a Document

1. Insert your LincPass into the computer’s card reader.

2. Open Adobe Acrobat. Either create a new document or open an existing document you want to
sign.

3. From the top menu, select Sign, then Place Signature.
% C:\Dig Sig Testing\Todd Test

i M B.pdf - Adobe Acrobat Professional E|@‘rz| ak
x

e File Edb View Document Comments Forms Tools Advanced Window Help

ade :‘j Creste POF + @ Combine Files = @ Export ~ @ Start Mesting = ﬁ Secure = , - Farms + 9 Review & Commert + & o
E = rnn - MIrDEa |
=]

[

R certify with Visible Signature
Certify without Visible Signature

w & EEC e W

yalidate All Signatures

Getting Started with Digital Signatures

test today test

T Digital Signatures Ad...

b ® O G R s M e4a P
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4. Adobe will instruct you to draw an area on the screen where you want to place the signature.
Click the OK button, then with your mouse, draw a box for the signature. You can set the size of
the signature, but it’s easier to read if you make it as large as possible. You can place the
signature anywhere in your document as well, but the recommended locations are at the
beginning or the end of the document.

Type & question for help = X

File Edit View Document Comments Forms Tools Advanced Window Help

@ Creste POF = @ Combins Files - @ Export = a Start Mesting ~ ﬁ Securs , Sign * Forms = .53 Review & Comment =

el

w B EEC XS E W)

test today test

Adobe Acrobat

® . Using your mouss, click and drag to draw the area where you would ks the
\l) signature to appear. Once vou finish dragging oLt the desired area, you wil be
baken to the next step of the signing process.

[[] D nat shaw this message again

“omwg

721 At 7L Ll Col 1 REC| TRK| [ExT] jove| |
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5. After you have created the signature box, a “Sign Document” window appears. From the Digital

ID droplist, select the certificate for Digital Signature.

Digital Signatures Adabe Acrobat B & 9. docm - Microsoft Word

: |- |O]x]
d it Forms - Tools ot Help *
e :L\Jcraate POF - @mmma Files @[Expnﬂ @sm Mesting ﬁsE:ure A s Forms = Review & Commert
el [ - 5 - 2 - - -
—
[l — —— — - B =
DB E) e sy () & 88 [ T
el )
- b
Sign Document X Y
Digital ID:; | Card Authentication Key :
Card Authentication Key
test today test 0D Tiate). b
&
Sign transaction =
201101412 16:50:23 0600
Appearance: | Standard Text v|0
DN: c=US, 0=U.5. Government.
ou=Dapartment of Agriculiure,
serialNumber=D410100821086C1
OF21CCDA1685A01084200F38258
4101007FC
Date: 2009.08.25 18:50:44 -08'00
Refresh IDs sign Cancel
B
+
B -
- z
i) Adobe Updater % E
o T meel. o e e o Updates are ready to be instalied,

I

w B EEC &G ®

ianatures Ad... Bay ® %0 @y R ME a5t
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NOTES:

1. If other people with LincPass cards have used your computer, you may see their
certificates offered in this list. Only select your personal certificates.

2. If you don’t see your certificate keys listed at all, first check that your card is in the
reader and wait a minute or two for Acrobat to find it. If your keys still aren’t listed, your
agency may need to implement the Adobe Technical Modification for Digital Signature.
Please ask your system administration or help desk team to work with OCIO-I0A’s
technical point of contact for help implementing this modification. The technical
modification will also save you from having to make this selection each time you want to
digitally sign a document.
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6. Because the “Digital ID” droplist isn’t very helpful in describing the certificates, you’ll need to
view the certificate to confirm it is the correct certificate to use for signing.

7. Select one of the two lines with your name, then double click the large rectangle that says
“Digital Identification.” For most certificates, the correct one will be one with your name but

without the “Gov. PIV Auth. Key” label.

Sign Document

Digital ID: | {LeE

Digital Identification

Sign transaction, Sign document

TN KAYWAD G (AR By < TODD AT WACDD SF T UISDA SO0V

2011701712 16:50:22 -08'00"

\\\\\\\____,//////

Appearance: | Standard Text

v@

TODD

(Affiliate)

KAYWOOD

Digitally signed by TODD
FAYWOOD (Affiliate]

DOM: c=US, o=1U.5. Government,
ou=Department of Agriculturs,
0.9.2342 18200300.100.1.1=12001
000010778, cn=TODD KAYWOOD

(Affiliate)

Diate: 2000.08.25 15:57:35 -06'00"

[ Refresh IDs ]

Sign ] [ Cancel

]

8. Inthe Certificate Viewer window, open items in the left-side menu until you get to the lowest

level. Click to highlight your name.

Certificate Viewer E]

[= Common Palicy

(= Entrust

< ?

[=) Common Policy SUmmary |Details

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

Revocation | Trust | Policies | Legal Motice

=l

Issued by:

Walid From:
Yalid ko:

Intended usage:

TODD KAYWOOD (Affiiate)
L5, Government

Entrust

2008/02/12 16:20:22 -06'00°
2011/01/12 16:50:22 -06'00"

Sign transaction, Sign document

@ The selected certificate path is valid.

Walidation Madel: Shell

The path validation checks were done at 2009/05/25 186:53:04 -06'00"
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9. Click the “Details” tab, then in the right-hand window, scroll down to the “Key usage field.”
Certificate Viewer, g|
This dialog allows you to view the details of a certificate and its entire issuance chain. The

details correspond to the selected entry.

[ 5how all certification paths Found
Palicies || Legal Matice

Summary| Details |Revocation Trust

=) Common Policy
[= Camrmon Palicy
(=] Enkrust Certificate data:
(=) Entrust
TODD KATY Value &

Mame
futhority info .. <see details>

BE-EE T
4336 EB069 61 BO40 FEG1 EE 6.,
FEFLOZ0C 396561 SEQOS AL S,
<see details >

508 data
i SHAL digest
e MDS digest
e Private key

Sign kransaction
Sign document

*

<
a The selected certificate path is valid.

The path validation checks were done at 2009/08/25 19:34:45 -06'00"
Walidation Madel: Shel

You want the certificate that says “Sign transaction, Sign document” in the Key usage value
column. Click the OK button to close the window.

If you don’t see the correct key usage value, go back to Step 6 and select the other certificate

with your name, then repeat steps 7-9.
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To view the trust level at this point, click the “Trust” tab. It will show there is no trust
established yet, which is Adobe’s way of saying the document isn’t signed yet. Click the OK
button to close the window.

Certificate Viewer El

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

(= Cornrnon Policy Summary | Details | Revocation Paolicies | Legal Motice
= Common Policy
[= Entrust This certificate is not trusted,
=) Entrust
TODD KAYW Trust Settings
#  Sign documents or data
#  Certify documents
3 Execute dynamic content that is embedded in a
certified document
3  Execute high privilege JawaScripts that are embedded

in a certified document

< >
a The selected certificate path is valid.

The path walidation checks were done at 2009/08/25 18:53:04 -06'00"
walidation Model: Shell
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10. The Sign Document window now shows the correct certificate selected in the bottom area. Click
the Sign button.

11. When Acrobat prompts you, save the file. If you are working with an existing document, you

5ign Document

X

Digital [0: | R e v | @

Digital Identification

Sign transaction, Sign docurment

T EAYWICD (AR Ema) < TODCKRYWODDF TC L EDAC0N

2011/01712 16:50:22 08'00"

Appearance: | Standard Text

V@

Dhgitally signed by
FAYWOOD (Affliate)

DN e=U5, o=lU.5. Governmeant,
ou=Department of Agriculiure,

0.9.2342.18200300.100.1.1=12001
000010778, cn=TODD KAYWOOD

) [AFiliate)
Diate: 2000.05.25 18:

[ Refresh IDs ] <[ Sign D[ Cancel

may want to save it with a new name to distinguish it from the unsigned version of the

document.

Save As

D

My Recent
Documents

@

Diesktop

!

=

My Documents

K

My Computer

by etk

Save in: | @ Desktop

2]

IﬂMy Documents

i My Computer
%My Metwark Places
8. pdf

Type: Adobe Acrobat Document
File Size: 10 KB
Modified:8/25/2009 6:43 PM

File name: | test today testpdf i | [ Save

Save ag tupe: |ﬂdobe PDF Files (*.pdf) v | [ Cancel
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12. At the ActivClient prompt, enter your LincPass PIN, then press ENTER or click the OK button.

ActivClient Login

Actividentity

ActivClient

Flease enter waur PIM,

FIM | oooo..l |

[ 0K ][ Cancel ]

13. Your document is now signed, and you will see the digital signature representation on the
document where you placed it. If the signature has a green pencil icon over the name, the
signature has a valid trust. If the digital signature block has a question mark over the name, it
means the signature still needs to be validated with the trust from the certificates.

Digital signature that is validated with the trust

A test loday testpdf.pdf - Adobe Acrobat Professional

File Edit vView Document Comments Farms Tools Advanced Window Help

ﬁ Creste POF - :@ Combine Files = @ Export * @ Start Meeting ~ ﬁ Secure ¥ / Sign v . Forms = _‘? Reviewy & Comment ~
EEEEnT . Py =

test today test

Digitally signed by TODD
KAYWOOD (Affiliate)
DM: c=US, o=U.5. Government, |
WOO D eu=Department of Agriculture, ;
0.9.2342.19200300.100.1.1=120 :

01000010778, en=TODD

KAYWOOD (Affiliate)
Affl | Iate Date: 2009.08.25 18:55:38 -UE'OU‘;
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Digital signature that still needs to be validated with the trust

B Untitled.pdf - Adobe Acrobat Professional

=10l x|
File Edit View Document Comments Forms Tools Adwanced Window Help *®
ﬁ Create PDF = :@ Combine Files - @ Export = @ Start Meeting ~ ﬁ Secure = /Sign - Formz = ‘? Revieww & Comment =
= L w1 i m@@g|@@7s.g%-gﬁ Firel -
frial J® T T T £ T 7 T T« I
-
E Signatures
The fallaing peaple have digit Irstiykhgckikg
E "% signed by PETER |
Signature validity is L
[ Time: 2009,08.27 07 P ——
T iamta §
Reasan: Mot Availabl RETER COX Dot o,
Field: Signaturez on | iliate) oy o0 |
D 20000327 076454 06057
Document revision: 1

If your signature shows a question mark icon, you must to validate it through Adobe by following

steps 14-17. You will only need to do this once; thereafter, you can skip to step 18.
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14. Double-click the digital signature in your document to open the Signature Properties window,

then click the Show Certificate button.

f& Signature walidity is UNENOWN,

Document | S\gnarl DatefTime I Leqgal I

Signed by: IPETER COX (Affiliate) <PETER.COX@FTC.USDA, GOV Q Show Certificate. ..

Reason: INot avallable

Date: [2009/08/27 07:56,54 -06'00’ Location; [Het availzble

Walidity Summary

& The Document has not been modified since this signature was applied.

[_ The signer's identity is unknown because it has not been included in vour list of trusted
" identities and none of its parent certificates are trusted identities.

1. Signature dateftime are from the clock on the signer's computer.

Signakure was created using Adobe Acrobat §.1.3,

x|

Walidate Signature I Close

15. Click the Trust tab, then click the hierarchy in the left window to find the certificate with your

name. Click the Add to Trusted Identities button.

Certificate Yiewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

I Show all certification paths Found

= Cormmon Policy Surnrnary I Dietails I Revocatiolicies I Legal Motice I
=1 Commnon Policy

= Entrust This certificate is not trusted.

|

( PETER. COie — Trust Settings

Sign docurnents or data

Certify documents

®

®

$€  Execute dynamic content that is embedded in a
certified docurnent

®

Execute high privilege JawaScripts that are embedded
in a certified docurnent

Add ko Trusted Identities. ..

I 1]

#' The selected certificate path is valid.

The path walidation checks were done at 2009/08/27 07:55: 35 -06'00"
“Walidation Model: Shell
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16. Adobe warns you about trusting certificates. Since you are trusting the certificates for your
LincPass card, click the OK button.

Acrobat Security x|

' If you change the trust settings, you will need to revalidate any signatures bo
u see the change.

Trusting certificates directly From a document is usually unwise, Are you sure
wou wankt ko do Ehis?

Cancel |

17. In the Import Contact Settings window, make sure the “Signatures and as a trusted root” option
is checked, then click the OK button.

Import Contact Settings il

- Certificate Details

Subject:  PETER COX (Affiliake) <PETER . COX@ETC.USDA, GOY =
Issuer:  Enkruskt
IIsage: Sign kransaction, Sign document

Expiration: 2010.07.30 20:20:558 2

Trust this certificate For:

Iv Signatures and as a trusted pook
[~ cCertified documerks

= [ymanmic cantent

I” Embedded high privilege Javascript
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18. Your document is now digitally signed. Close it without making any changes.

Untitled.pdf - Adobe Acrobat Professional

File Edit VYiew Document Comments Forms Tools Advanced Window Help

Page 17

=]

ﬁ Create POF = @ Combine Files - @ Export ~ @ Start Meeting ~ ﬁ Secure * f Sign ~ Forms = 9 Revievy & Comment ~

OsbDes 0 O 8 oo - B G -

trsttykhgekfkg

! Digitally skgned by PETER COX (Affil at=)
£ DH: =S, 0=11.5, Government,
ou

=Dapartment of Agrculture,

. 052342 19200300.100.1 1=100000007
Afﬁ Ilate 8 Cr=PETER COX (Affliat)
Dt 200908, 27 7:56:54 -06 00"

[

NOTE: Other people can digitally sign the same document by following steps 1-18 in this
section. You can have as many people digitally sign the document as needed.
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2.2 How to Remove a Digital Signature

1. Open the file from which you want to remove a digital signature.

2. Find the signature block of the signature you want to remove, and right-click to open the
context menu. Select the Clear Signature option to remove this signature.

Untitled.pdf - Adobe Acrobat Professional \._Hn?ﬂi‘
—
File Edit View Document Comments Forms Tools Advanced Window Help ® ;
¢ ﬁ Creste POF ~ @ Combine Files = @ Export ~ @ Start Meeting = ﬁ Secure T ,Sign - Forms = SREWEW&CDmmEFﬁ - @
- .
Db el EHO § 08 i T lgl
B 20
@
Iu g
test
~
~r Dinitally signed by TODD KAYWOOD
Clear Signature ie)
Yalidate Signature US, 0=US. GDVE’_" ment,
K artment of Agriculture,
Wiew Signed Yersion 12.19200300.100.1.1=12001000010
( | Compare Signed Version to Current: Version =TODD KAYWOOD (Affiliate)
09.08.27 10:06:06 -06'00'
""""" Show Signature Properties. ..
é!

4 start 8 Deskiop T Digial Signatures Ad... Untitled pof - Adobe ... D0 v O B R 10:08 AM
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3.

All Signature Fields” option.

B B.pdf - Adobe Acrobat Professional
Forms  Tools  Advanced ‘Window Help

Page 19

If you want to remove all the signatures at once, open the Signatures panel (click the Signature
icon in the left-side toolbar). Click the Options tab in the Signatures panel, then select the “Clear

[ETES]

Dacument re

File Edit View Document Comments
s = =
jJ Create POF = 5‘; Comfine Fies - (| Bxport - Q Start Meeting + ﬁ e ﬂ Sign - B Forms + <7 Review & Comment -
; == — P O e e ot 2T
s i 4 [ e (BN S € (8 @ s |- B T -
~
= Gignatures
The Fallawing people b
B 4 Signed by
o day test
) Signature is % T -
Dacumer DD e
[ ; s i
Signed b & KAYWOOD &ﬁﬁi&'ﬁ%‘;ﬂn‘ 1
: : Va0 Al
Sh 2009‘1( Clesr Al Signature Fields ) (Affiliate)  oxmamaroe
GMT: 200 ok
Reason: Mot
Field: Signat

4. Acrobat will warn you that you can’t undo this action and ask you to confirm you want to

remove the signatures. Click the OK button.

Adobe Acrobat

XY

Are you sure you wank to clear all signature fields in this document?

‘fou cannot undo this operation,

[Joa nat shaw this message again

Ok

] [ Cancel ]

You don’t have to save the PDF again, but it won’t hurt anything if you do.
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2.3 How to Verify a Digital Signature

1. Open the file for which you want to verify signatures.

2. You can tell the document has a digital signature because Acrobat automatically displays the
Signatures panel. (If Acrobat doesn’t automatically open the Signatures panel, click the
Signature icon on the left-side toolbar.) The Signatures panel shows the list of the document’s
digital signatures and the date each was added.

test today testpdf. pdf - Adobe Acrobat Professional
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File Edit “ew Document Comments Forms Tools Advanced ‘Window Help

ﬁ Create PDF ~ @ Combine Files @ Export = @ Start Mesting ~ ﬁ Securs T ﬁSign = Forms ~ ‘?RevieW&Commen{ -

O es e B0 & 00

I! Signatures

[=] Signatures

The following people hawve digic
El o signed by TODD ¥

[= Signature is valid:
Document has no
Signed by the cur
=1 Time: g
5
Reason: Mok Availabl
Field: Signature2 on
Document revision: 1

test today test

¥ODD
KAYWQOOD
(Affiliate)

Digitally signed by TODD
KAYWOCD (Affiliate)

DM: c=15, 0= 5. Govemment,
ou=Department of Agriculture,
092342,19200300.100.1.1=120
0100010778, an=TODD
KAYWOCD (Affiliate)

Date: 200908.25 18:55:28-08/00°

| >
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3. A graphic or text also shows where the signature was placed. You can right-click the signature
block itself and select “Show Signature Properties” to see details about the signature. Click the
Signature Properties button.

Digital Signatures Adobe Acrobat B & 9.docm - Microsoft Word

ﬁ_le:t today testpdf. pdf - Adobe Acrobat Professional

File Edit View Document Comments Forms Tools Advanced Window Help x

ﬁ @ Create PDF + @ Combine Files = @ Export @ Start Mesting ~ ﬁ Secure ¥ , Sign ~ @ Farms = :‘9 Review & Commernt ~
DB EC e @i ]

[E31

w B EECE SO 6

test today test

% D D Digitally signzd by TODD
KAYWOQD (Affiliate)
DN: =S, 0=U5. Government,
KAYWOO D ou=Department of Agriculture,
0.9.2342.19200300.100.1.1=120
01000010778, cn=TODD

HH KAYWOOD (Affiliate)
(Affll IatE) Dace:mna.ns,zl;als:sssa -06'00"

Signature Validation Status

Signature is YALID, signed by TODD KAYWOOD (Affiiate)

<TODD.KAYWOOD@FTC, LISDA GOY >,
- The Document has not been modified since this signature was applied.
- The document is signed by the current user.

[ Legal Motice... | [ signature Properties... | [ close |

“omwg

Pags 17 Sec 1 1731 At 1.8" ln4 Col2 REC TRK! [ET | ovR | | GG

4. The Signature Properties window shows the name and when the document was signed. If you
want to look at the specific certificate details, click the Show Certificate button.

Signature Properties |X|

& Signature is YALID, signed by TODD KAYWOOD (Affiliate) <TODD KATWOCD@FTC, USDA.GOY:>,

Summary 3| Document || signer | DateTime | Legal |

Signed by: ITODD KavWwooD (Affiliate) <TODD.KAVWOOD@FTC.USDA.GOKS}JDW Cert\ﬁcate..>

Beason:  |Hot avsilable

Date:  [2005/08i25 15:55:35 -06'00 Location:  [Hot availale

Yalidity Surmary

& The Document has not been modified since this signature was applied,
## The document is signed by the current user.

/1, Signature dateftime are from the clock on the signer’s computer,

Signature was created using Adobe Acrobat §.1.3.

[_ualidate signature | [ close ]
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5. The Certificate Viewer window shows all the details of the certificate, including the issuance
chain, whether or not the certificate is trusted, etc. Click the OK button to close the window,
then the Close button to close the Signature Properties window.

Certificate Viewer &l

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[ show all certification paths found

= Comman Policy Summary | Details | Revocation Policies | Legal Matice
[= Common Palicy
[= Entrust This certificate is directhy trusted in vour trusted identities list,
[=] Entrust
TODD KAYY Trust Settings

This certificate is set as a trust anchar, the resulk being that
this certificate and all certificates issued beneath this
certificate are trusted to:

4 Sign documents or data
8  Certify documents

3  Execute dynamic content that is embedded in a
certified docurnent

Execute high privilege JavaScripts that are embedded
in a certified document

Revocation checking is nok performed For this certificate
because it is directly trusted as a krust anchar,

Add ta Trusted Identities. .

| #

| >

) The selected certificate path is walid,

The path walidation checks were done at 2009/03/27 09:29:51 -0&'00'
Walidation Model: Shell

3. Adding a Digital Signature to an Adobe Acrobat
9.x Document

3.1 How to Digitally Sign a Document

1. Insertyour LincPass into the computer’s card reader.
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2. Open Adobe Acrobat. Either create a new document or open an existing document you want to

sign.

3. From the top menu bar, select Sign, then select “Place Signature.”

8 Untitled.pdf - Adobe Acrobat
File Edit View Document Comments Forms Tools Advanced Window Help

;o - : r | f . = Mo
: ‘;j Create @J Combine ﬁ Secure | Sign ‘ |E| Forms _’j\ Comment

CEX

§ e O = | Sign Document N EE
qu‘Jldjll' . 'H 'ji'v'*'{ di\i"
f Place Signature

W !L @ Certify with Visble Signature T T TR T

E Certify without Visible Signature a
|24

test
L]
DI EE ) 0:20am

T} Doaumenti-... | @ C:\oaments... | U Digital Signatu...
@ DM s, Tuesdsy

CEUEEDES i kP | [B nbox-Mous..
THREREANTBRHEE 8 Desktop
Adobe will instruct you to draw an area on the screen where you want to place the signature.
Click the OK button, then with your mouse, draw a box for the signature. You can set the size of
the signature, but it’s easier to read if you make it as large as possible. You can place the
signature anywhere in your document as well, but the recommended locations are at the
beginning or the end of the document.

Adobe Acrobat

i3 start
ol Untitled.pdf - .. [ T} Digital Signatu... | a8 v 8/25/2009

(X

& To create a signature field, first dick OK to dose this dialog, then dick and drag

\y out the field's area in the location where it should appear in the document.
After creating the signature field, you'll be asked to choose additional options to

complete signing.

[Obo not show this message again

I OK. l [ Cancel
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5. After you have created the signature area, Adobe shows a placeholder for the signature area
and displays the Sign Document window.

Page 24

A Cyberspace_Policy_Review_finalpdf - Adobe Acrobat Pro

File Edit Miew Document Comments Forms Tools  Advanced Window Help

: ::j Create = @ Combine - &1] Collaborate ~ lﬂ Secure = fﬂgn' I% Forms = E Multimedia * _? Comment * 0K | ul W ‘% | @

5

s @E 3 @ e B[ g ok &) & (8@ [ - | e + = sudkynote |[F Tetedns - & -

Sign Document 5'
s [T A -

-_— Certificate Issuer: Info...

Appearance: |Standard Text -

DN: c=US, o=LL5. Government,
ou=Department of Agriculture,
serialNumber=D4101008210860
06F0990DATGB5A010843083501
B41010C3FA

Date: 2009.09.21 09:36:16-06'00"

™ Lok Document After Signing QI

=

6. From the Sign As droplist, select your digital signature key. You will need to view the certificate

to confirm it is the correct certificate to use for signing. Select one of the two with your name
and then select the Info button.

1A Cyberspace_Policy_Review_finaLpdf - Adobe Acrobat Pro

File Edit Wew Document Comments Forms Tools  Advanced  Window Help

H ::j Create ~ E@ Combine * &1] Coliaborate = E} Secure ~ f Sign ~ @ Forms = E Multimedia ~ :_? Comment ~ : K 0K | m ﬂ % | @

1=

OOE B [ crm &Y & @@ - 5 e - =) syt [T reeds - & -

x

[EaF X/ CARDL VAN NATTA. (AHfiiate)

-_— Certificate Issuer: Info... >

Appearance: |5tandardTex1 -
CAROL VAN  mafmsmsg e
Di

N: c=US, o=US. Government,

N A'I—I' A ou=Department of Agriculturs,
0.9.7342 19200300.100.1.1=1200100
0010784, cn=CARCL VAN NATTA

(Affl | Iate) :;‘::iel?azt;gw.ogﬂ 09:31:29-06'00"

I™ Lock Document After Signing g

cos
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NOTES:

1. If other people with LincPass cards have used your computer, you may see their
certificates offered in this list. Only select your personal certificates.

2. If you don’t see your certificate keys listed at all, first check that your card is in the
reader and wait a minute or two for Acrobat to find it. If your keys still aren’t listed, your
agency may need to implement the Adobe Technical Modification for Digital Signature.
Please ask your system administration or help desk team to work with OCIO-I0A’s
technical point of contact for help implementing this modification. The technical
modification will also save you from having to make this selection each time you want to
digitally sign a document.

7. Inthe Certificate Viewer window, select the Details tab, then in the Certificate data area, scroll

Page 25

down to and highlight the “Key Usage” item. The pane below should say “Sign transaction, Sign

document.” Click the OK button to close the window.

B Cyberspace_Policy_Review_finakpdf - Adobe Acrobat Pro

File Edt View Document Comments Forms Tools Advanced Window Help

i jj Create = r_l:{jCombine' @Col\aborate' _.-} Secure * / Sign @ Forms = E Multmedia v" Comment ~ i R OK | m ﬁ ‘% | IIE] i;’

[ = [j (=1 @3 %IT{MWE) ik & & (@& ® [so% - e e e =N e L:«ngExtEdibv &) B E] o

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
[ =4 none of the chains were issued by a trust anchor.

¥ | shaw all certification paths Found
& Entrust Summary Detals | Revecation | Trust | Policies | Legal Notice |

[ Entrust
CAROL VAN NATTA Certificate data:

Name
|

Private key

MDS digest
SHA1 digest
.50% data
£ Key usage
Certificate poli... <see details>
Sign As: [ CAROL VAN NATTA (Afflate] = @ ] Authority info ... <see detsies &
R ;. e b sk

Sign Document x|

Certificate Issuer: Info...

Sion transaction
Sian document

Appearance: |Standard Text hd
CAROL VA N gi)‘g#atlys\g_.r_»e‘i:ayCARDLVAN

Dhec: 5. Government,
NA'l_l'A ou=Department of Agriculture, @
0.9.2342.19200300.100.1,1=1200100

0010784, cn=CARGL VAN NATTA

ili (Affiliare]
(Afﬁllate) Date: 2009.09.21 09:42:30 06100 4 |
5 The selected certificate path is valid.
I” Lock Dacument After Signing g The path validation checks were done at 2009/09/21 09:42:31 -06'00'
Validation Model: Shell
Sign Cancel Ok

Certificate Viewer I x|

NOTE: If you don’t see the correct key usage value, go back to Step 6 and select the
other certificate with your name, then repeat steps 6 and 7.
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8. You will now be back at the Certify Document screen with your correct certificate selected.

File Edit WView Document Comments Faorms Tools  Advanced Window Help

::j Create = @Comblne' @Col\aborat&v l;} Secure ~ fﬁgn' @ Forms = E Multmedia * ? Comment N OK | m ﬁ ‘% | I%l 1=l
= B @ e B[ et ok & & (@ ®[sn ] e =) suidynor [E] reteds - & -

Sign Document X
[=ERR-CIM [CAROL VAN NATTA (Affiiate) g

-_— Certificate Issuer: Info...

Appearance: |StandardText -
CAROL VAN  mammma e

DM:c=US, 0=US5. Government,

N A'I_I'A ou=Department of Agriculturs,
0.9.2342.19200300.100.1.1=1200100
s 0010784, cn=CAROL VAN NATTA
(Affiliate) Bt
Date: 2009.09.21 09:31:29 -06'00"
™ Lock Document After Signing @I

o |

9. Optional: You can adjust the appearance of your signature, though it is recommended that you
keep the standard text option. If you want to explore the various options, select the Appearance
droplist and select “Create New Appearance,” to open the Configure Signature Appearance
window where you can make changes. If you don’t want to make any changes, go to step 10.

Configure Signature Appearance f5_<|

Title: ITDdd Test
Preview

Digitally signed by your common name here
DN: your distinguished name here

Reason: your signing reason here

Location: your signing location here

Date: 2009.08.25 10:52:22 -06'00

Configure Graphic

Show: @?.J" M Import Graphic from:
(O Imported graphic
O Mame

Configure Text
Show: Mame Location Distinguished name Logo
Date Reason Labels

Text Properties

TextDirection: @ aute  Olefttoright  (ORight to left

Digits: | 0123456789 | ¢

OK ] [ Cancel
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10. In the Sign Document window, click the Sign button.

Fil ols  Advanced Window Help ®
ereatev Ej Combine |ﬂ Secure * /S\gr\' @ Forms = :? Comment ~
OB #e: KO glee[ L iH i~ |
&= = = = [m VE T T T F T & T T I
lé o
Sign Document El
s
é Sign As: |
124 Certficats Issusr:
test test tes] .
Appearance: |StandardText v
Digitally signid by TODD KAYWOOD
TODD B
KAYWOOD  seasimsnisiitim E
L 0010778, en=TODD KAYWOOD
(Aﬁ:lllate) ;?a‘felfaz{&]mum.mz-aa'm'
[(Jtock Document after Signing @
L]

T ¢ Digital Signatures 4.

’ i test test testintitled. ...

B °

11. When Acrobat prompts you, save the file. If you are working with an existing document, you
may want to save it with a new name to distinguish it from the unsigned version of the

document.

Savein ‘@ Desktop v‘ s AN
L_.b Dy Documents
& My Computer
My Recent > -
bbhedalt 'dMy Network Places
(g
@ @\‘Cur‘nng Documents
Dl 'Ed\g\ta\_swgnatures _in_POF_9x.pdf %
P nted o iR
fy Docmerts Type: Adobe Acobat Document
File Size: 7KB
" Modified:/25/2009 10:18 AM
My Computer
My Network
WP\a:gsD Flle game: ‘lesl\pcﬂ V‘ [ Save J
Saveastype: | Adohe POF Fles ("pef) v [ o |
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12. At the ActivClient prompt, enter your LincPass PIN, then press ENTER or click the OK button.

ActivClient Login el |
Actividentity

ActivClient

Pleasze enter your PIN,

OK I Cancel I

13. Your document is now digitally signed. Close it without making any changes.

o tiitest Untitled.pdf - Adobe Acrobat E\E|® =5
Flle Edt View Document Comments Forms Tools Advanced Window Help *
_jj Create ~ :f:j Combine = ﬁ Secure ~ / Sign ~ @ Forms = j Camment ~

OB #e: [®O & |ee(= [T ;

@ Signed and all signatures are valid. w Signature Panel

E &
2]

test test

TO D D Digitally signed by TODD KAYWOOD
(Affiliate)
DN: c=US, 0=U.S. Government,

KAYWO O D ou=Department of Agriculture,

0.9.2342.19200300.100.1.1=120010000

F 10778, cn=TODD KAYWOOD (Affiiate)
(Afﬂ lia te) Date: 2009.08.25 11:26:35 -06'00'

A ttttest Untided pdf - .

section. You can have as many people digitally sign the document as needed.

NOTE: Other people can digitally sign the same document by following steps 1-13 in this
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3.2 How to Remove a Digital Signature
1. Open the file from which you want to remove a digital signature.

2. Find the signature block of the signature you want to remove, and right-click to open the
context menu. Select the Clear Signature option to remove this signature.

CA ROL VAN Eq?—i’iﬂ_l.li.sig"“ by CARDL VAN NATTA

E:E Clear Signature
NATTA et I Iy
(Aﬁ:l |iate) orse  Validate Signature

Date

View Signed Version

Compare Signed Version to Current Version

Show Signature Properties...

3. If you want to remove all the signatures at once, open the Signatures panel (click the Signature
Panel button in the upper right or the signature icon in the left). Click the Options tab (the gears
icon) in the Signatures panel, then select the “Clear All Signature Fields” option.

B Cyberspace_Policy_Review_final3.pdf - Adobe Acrobat Pro

Eile Edit View Document Comments Forms Tools Advanced Window Help

i Create = ;::3 Combine = @ Collaborate = ;.:1& Secure = / Sign ~ @ Forms ~ E Multimedia ~ _R e o ox ‘ %] =
] = LI o BT usm ik &) & (@ ®[mw - O e -
=) stdyrote [B] rexteans - & - f) (B [E] @ # 4 O O s

@ Signed and sl sionatures are valid,

i :
L] * |x

Validate All

CAROL VAN
NATTA
(Affiliate)

B LVAN NATTA
Daste: 36050921 1:17:32 0600

4. Acrobat will warn you that you can’t undo this action and ask you to confirm you want to
remove the signatures. Click the OK button.

x

i Are you sure you want to dear all signature fields in this document?
\) ‘fou cannot undo this operation,

™ Do not show this message again:

0K I Cancel |

You don’t have to save the PDF again, but it won’t hurt anything if you do.
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3.3 How to Verify a Digital Signature

1. Open the file for which you want to verify signatures.

2. You can tell the document has a digital signature because Acrobat displays a message just above
the document that the document is signed.

H test test.pdf - Adobe Acrobat

Fle Edit View Document Comments Forms Tools Advanced Window Help

=~ = -
: ‘:J Create ~ EH;J Combine ~ ﬂ Secure - )//{ Sign @ Forms - '_,) Comment ~

S EC) Sl i & (@8[] | ) e -

’@mned and all slgnamres% lﬁ Signature Panel
B A
&

test test

TO D D Digitally signed by TODD
KAYWOOD (Affiliate)

DN: c=US, 0=U.5. Government,

KA YWO O D ou=Department of Agriculture,
0.9.2342.19200300.100.1.1=1200

1000010778, cn=TODD

- KAYWOOD (Affiliate)
(Afﬂ | | atE) Date: 2009.08.25 11:18:11 -06'00°
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3. Agraphic or text also shows where the signature was placed. You can right-click the signature
block itself and select “Show Signature Properties” to see details about the signature. Click the

Signature Properties button.

H = . i 5 - (=] i 3 8
\‘J Create ,@ Combine || Secure / Sign D Farms ? Camment E
1 | o Al 3 B F o B &
28 0 BO K 08k E -k &
B V¥ §T T T F I F T T 0 @
[
@ j\gn;d_ pnd all signatures are v,alrd, @ Signature Panel I'S
B A
1] =
2 i M
e Digitally signed by TODD ==
TO D D KAYWOOD (Affiliate} [
DN: c=US, 0=US5.
test test test KAYWOO &z
ou=Department of
Agriculture,
D 0.9.2342.19200300.100.1.1=
12001000010778, cn=TODD & |
s KAYWOOD (Affiliate)
(Affl I Iate) Date: 2009.08.25 11:42:03
-06'00"
Signature Validation Status
Signature is WALID, signed by TODD KAYWOOD (Affiliate)
<TODD. KAYWOOD@FTC, LISDA GOV,
- The Document has nat been modified since this signature was applied.
- The document is signed by the current user,
[ Logal Motice... || signature Properties... | |) dose |
=)

—

’¥ start

B £\
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4. The Signature Properties window shows the name and when the document was signed. If you
want to look at the specific certificate details, click the Show Certificate button.

Signature Properties x|

@ Signature is VALID, signed by CAROL VAN MATTA (Affiiate) <CAROL. VANMATTA@FTC.USDA.GOV =,

ocumentl Signer I Date/Time I Legal I

Signed by: IJL VAN MATTA (Affiliate) <CAROL, VANNATTA@FTC.USDA.GOV > Show Certificate. ..

Resson: INDt available

Date: IZUUQJ"UQJ'ZI 10:17:32 -06'00° Location: INDt available

rValidity Summary

Lf@ The Document has not been medified since this signature was applied.
IZ2 The documentis signed by the current user.

1, Signature date/time are from the cock on the signer's computer,

Signature was created using Adobe Acrobat 5.0.0.

Validate Signature I Close
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5. The Certificate Viewer window shows all the details of the certificate, including the issuance
chain, whether or not the certificate is trusted, etc. Click the OK button to close the window,
then the Close button to close the Signature Properties window.

HEE

*®

:_j Create ~ ;;;j Combine H‘i Secure * / Sign *

p=
~— - BN . &
Il N TEE LhL Ik &
This dialog allows you to view the details of a certificate and its entire issuance chain. The 1
details carrespond ta the selected entry. @
Signed and all signatures are valid, &
[[Jshow all certification paths found @
Signatures =) Comman Policy Summary || Detais | Revoration | Trust. || polies | Legal Notice a8
= Comman Policy @&
= Entrust
= Entrust &
= Trust Settings
=14 Rev. 1: Signed by TODD KA delenl b H €]
B Simature b vaid This certificats is trusted to:
Docurent has not been % Sign documents or data 4
. Swgtned In;ytm‘e current us e Al
ignature Detals &©
[TODD KAYWOOD R
Certificate Detals. . $€  Exccute dynamic content that is embedded in a
Last Checked: 2009,08,25 Sl ——
Field: Signature2 on page 1 9 Execute high privilsge JavaScripts that are smbedded Agriculture,
Click to views this version in a certified document: 100.1.1=120010000
LYWOOD (Affiliate)
98 Perform privileged system aperations (netwarking, e Deoo
printing, file access, stc.) s L
£idd b0 Trusted Tdentities. .
& | 3
& The selected certificate path is vald.
@& he selected ifi h lid
The path validation and revacation checks were dane ot 2003{08/25 11:28:04 -0500'
Walidation Madel: Shel
v
‘4 start | % Deskiop T Digtal Signatures Ad... A tttbest Untitled.pdf - .. B ° |=Le %y s BEEME s an

4. Help Desk and Troubleshooting for Digital
Signature

Problems with digitally signing documents may actually be due to problems with your LincPass. Contact
the HSPD-12 help desk for assistance in resolving LincPass issues:

USDA HSPD-12 Help Desk

Toll Free: 1-888-212-9309

Local: 703-245-7888

Email: hspd12 @ftc.usda.gov

If you are new to using your LincPass, consider taking the USDA Aglearn course on Two-Factor
Authentication for end users (look for course ID “USDA-TwoFactorAuthEndUsers-01").

The Two-Factor Authentication Web site also has information on how to use your LincPass:
http://hspd12.usda.gov/twofactor.html

In the middle of the page is a section called “Two-Factor Authentication References,” which has

instructions on using your LincPass, and will help you confirm you are using your card correctly for digital

signature.
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If you are still having problems digitally signing documents and you know your LincPass is working
correctly, contact your agency’s IT help desk or IT system administrator to review your operating system,
hardware (computer and card reader), and application software for correct setup and functionality.

You may be able to find answers on digital signature issues at the following vendor Web sites:

Microsoft

Microsoft Digital Signature Support Content:
http://office.microsoft.com/en-us/outlook/CH010045641033.aspx
Microsoft General Support:

http://support.microsoft.com/

Adobe

Adobe Digital Signature Support Content:
http://www.adobe.com/security/digsig.html
Adobe General Support:
http://www.adobe.com/support/

5. References

The IOA Digital Signature Web site has information on the project, user guides, technical documents,
and policy guidance for digitally signing documents and emails.

I0A Digital Signature Web site:
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/

Digital Signature User Guides:

http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
e Digital Signatures Microsoft Office — 2003 (this document)

Digital Signatures Microsoft Office — 2007

Digital Signatures Microsoft Outlook— 2003 and 2007

e Digital Signatures Adobe Acrobat 8 & 9

Technical Configuration Guide Change
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
e Digital Signatures Adobe Configuration Change To Registry setting for Certificates

Policy Guidance
http://www.ocionet.usda.gov/wps/portal/ocio/ocioportal/home/ioa/ioa.digitial signature/
e OCIO I&OA Digital Signatures Policy Guidance

Vendor Web sites have information on how to apply digital signatures in their products:

Microsoft Office
Location: Microsoft Support Site
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http://www.microsoft.com/downloads/details.aspx?Familyld=79d06e72-4b45-4669-9eac-
Oeca5821e8ff&displaylang=en

Microsoft Outlook

Location: Microsoft Support Site
http://www.microsoft.com/downloads/details.aspx?Familyld=CC37CC1E-028D-4D30-9093-
96CC6513ECA1&displaylang=en

Adobe Acrobat 8 & 9

Location: Adobe support site
http://learn.adobe.com/wiki/display/security/Document+Library
http://www.adobe.com/security/digsig.html

USDA Web sites have general information on the issuance, activation, and use of the LincPass card:

HSPD12
http://hspd12.usda.gov/index.html
http://hspd12.usda.gov/fag.html

Two-Factor Authentication
http://hspd12.usda.gov/twofactor.html
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