
ARS eAuthentication Credentialing

What is eAuthentication?
Authentication is any process used to verify that someone is who they claim.  For example, authentication occurs when you are asked to provide a driver’s license as proof of identity when writing a check.  Electronic authentication (eAuthentication) verifies identity for the purpose of accessing information systems.  This is usually accomplished through a username and a password, but can include other methods of demonstrating identity such as a smart card or fingerprints.  Many Federal services and applications are available to USDA employees and customers electronically. In order to access certain systems USDA employees must obtain a standard username and password – together called your eAuthentication credentials.  Currently, credentials are used to access AgLearn - the USDA system for  on-line training and Fedtraveler.com - the USDA travel process system.
What data is needed to obtain credentials?
The data required for your credentialing (level 2 access for employees) is available on your most recent Earnings and Leave Statement (AD-334) from the National Finance Center (NFC) and Personnel Action Form SF-50.  If you do not have the most recent versions of these documents, you can contact your administrative officer (e.g., Area Administrative Officer or Location Administrative Officer) or your servicing human resources assistant.
What is the process for obtaining credentials?

Use your Internet browser to log on to http://www.eauth.egov.usda.gov/EmployeeAccount/  - the USDA Employee Account Website (this site identifies you as a USDA Employee not a customer of the USDA).  The data entered will be electronically compared to the NFC payroll database for the employee. The information entered by the employee is intended to be handled through secure channels and used only to validate the identity of the person against existing information at NFC.  During the credentialing process, you will create a user ID and a 4-digit personal identification number (PIN).  In the event you forget your password, the user ID and 4-digit PIN will be necessary to reset it.  If all of the data entered by the employee matches the NFC data, the employee will be electronically issued a password.  The user ID and password will together form your USDA eAuthentication credentials.
What is the process for changing or resetting passwords?

To change or reset your password, you will need to access the Internet using your browser as previously explained and log on to the “Help” page at http://www.eauth.egov.usda.gov/eauthHelp.html. Once at the “Help” page on the left side there is the “Quick Links” menu.  Select “Update your account” and on the next page click on “continue.” On this page you can enter your user ID and on the right side select either change or reset password. To change your password you will provide your user ID and password. To reset your password you will provide your user ID and 4-digit PIN that you created during the credentialing process. You will also need your mother’s maiden name and your date of birth as originally entered during the credentialing process.

For Further Information

USDA contracts with Accenture to provide e-authentication credentials to USDA employees. You can access Frequently Asked Questions at http://www.eauth.egov.usda.gov/eauthFAQ.html. For assistance with the employee credentialing implementation process, please contact the eAuthentication Help Desk at eAuthHelpDesk@usda.gov or call toll free 1-800-457-3642.
In the event that the eAuthentication Help Desk is unable to provide assistance, ARS employees may contact Michael Witles in the Office of the Chief Information Officer at mwitles@ars.usda.gov to facilitate assistance from the eAuthentication Help Desk.
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