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LISTNUM PGM \l 1
Purpose
To provide general guidelines for the appropriate physical security considerations in (Information Technology (IT) Restricted Space.( 

LISTNUM PGM \l 1
Definitions
LISTNUM PGM \l 2
Access Control.  The management and control of people through secured areas such as IT restricted space.

LISTNUM PGM \l 2
Computer Room/Center.  The physical space that houses any equipment or interconnected system or subsystems of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.

LISTNUM PGM \l 2
IT Restricted Space.  Special-use space that houses sensitive IT materials/information/data assets and information processing equipment/devices such as computer rooms/centers, magnetic media rooms, Local Area Networks (LAN) rooms, and Web farms.  Such spaces may present targets for invasion of privacy, vandalism, theft, and other criminal activities.  IT restricted space does not include telecommunication rooms.

LISTNUM PGM \l 2
LAN Room.  A room that contains equipment used to support LAN.  Most LAN(s connect workstations and personal computers that span a relatively small area such as a single building or complex.

LISTNUM PGM \l 2
Physical Security.  The protection of building sites and equipment (and all information and software contained therein) from theft, vandalism, natural disaster, man-made catastrophes, and accident damage.  It requires solid building construction, suitable emergency preparedness, reliable power supplies, adequate climate control, and appropriate protection from intruders.

LISTNUM PGM \l 2
Telecommunications Room.  A room that contains equipment used to support the transmission of telecommunication services.  This room is also referred to as the telephone room.

LISTNUM PGM \l 2
Web Farm.  A Web farm is an integrated collection of firewalls, switches, servers, backup libraries, and other components that are precisely focused to develop and maintain a secure, scalable, and redundant Web delivery infrastructure.

LISTNUM PGM \l 1
General Facility Security Requirements 

For information on physical security design requirements and considerations for Agricultural Research Service (ARS) facilities see Manual 242.1, ARS Facilities Design Standards.

LISTNUM PGM \l 1
Physical Security Standards for IT Restricted Space
A card-key access control system (i.e., mag stripe, Wiegand, or proximity) or similar device shall be installed in IT restricted space.  The access control system shall permit and record entry of all authorized personnel into the restricted space; provide real time monitoring, tracking, restrictions to access and void/valid programming; or reporting doors being tampered, forced, or propped open.

Access control may be small stand-alone systems controlling access through single doors or large computer-based systems controlling hundreds of doors in multiple buildings from a centrally located host computer.

The following paragraphs provide additional guidelines for the appropriate considerations for physical security in IT restricted spaces:

LISTNUM PGM \l 2 \s 1
The IT restricted space shall be located in the interior of the building away from exterior windows, if practical.

LISTNUM PGM \l 2
If floor plans are used at entrances to identify locations within the facility, critical asset locations shall not be identified.

LISTNUM PGM \l 2
Wall construction of the IT restricted space shall be slab-to-slab.

LISTNUM PGM \l 2
The IT restricted space shall be protected by a fire suppressant system in accordance with local fire code, preferably dry‑pipe.

LISTNUM PGM \l 2
Entrances to the IT restricted space shall be kept to the minimum required by local fire code.

LISTNUM PGM \l 2
Activities with visitor populations shall be located as far away from the IT restricted space as practical.

LISTNUM PGM \l 2
Glass doors or windows shall not be used in IT restricted space.

LISTNUM PGM \l 2
Metal clad doors or solid wood doors with a 2‑hour fire rating shall be used at all IT restricted space entrances.

LISTNUM PGM \l 2
Entrance to the computer room shall be electronically access controlled with the capability of providing an audit trail.  Biometric systems are encouraged.

LISTNUM PGM \l 2
Batteries or uninterrupted power supplies shall be used to back-up access control systems to ensure function during power outages.

LISTNUM PGM \l 2
Based on the determination of mission criticality, computer centers, Web farms, and other critical systems shall be provided with emergency power (i.e., emergency generator, uninterruptible power supply, etc.)

LISTNUM PGM \l 1
Policy
The planning and design of IT restricted space shall comply with the physical security standards outlined in this Policy Guidance Memorandum.  In general, a formal consultation with the Office of the Chief Information Officer, Office of Cyber Security, is required when planning or designing IT space in new buildings or space for the IT infrastructure in an existing facility.

LISTNUM PGM \l 1
Point of Contact   

For further information, please contact the Facilities Engineering Branch on 301-504-1193.

    /s/ PATRICK G. BARRY   
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